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Description:

This is a Request for Information (RFI) being released by the Naval Inventory Control Point Mechanicsburg (NAVICP) Information Management/Information Technology Contracting Department on behalf of the Department of Defense (DoD), Defense Manpower Data Center (DMDC), and Access Card Office (ACO).  This RFI is issued for planning purposes and shall not be construed as a Request for Proposal (RFP) or as an obligation on the part of the Department of Defense (DoD), Defense Manpower Data Center (DMDC), or the Access Card Office (ACO) to acquire any products or services.  At the time of any RFP, a Government contracting office shall issue it.  The DoD does not intend to pay for the information requested, but does consider the response to this RFI to be an indication that specific products will be offered for any subsequent RFP.  All information provided is for government planning use only.  If proprietary information is provided, please mark as “Proprietary for Government Use Only”.  

Purpose:  

The purpose of this RFI to request comments from the smart card industry about existing or planned products that will be available to meet the needs of the DoD CAC program.  The notice provides roadmap information for DoD smart card product technical refresh through CY2006.  

The DoD is requesting the following information:

1) Whether there are existing or planned products that will meet the basic requirements established below;

2) Information regarding the characteristics of the card products (specific Java VM and/or Global Platform versions, functional capabilities, available EEPROM, etc.);

3) The month and year the products are expected to be available;

4) The Answer to Reset (ATR) of the products (if available); 

5) Expected changes that may be required of products to meet the FIPS 201, and;

6) Information about any contract vehicles currently being used to provide products to the DoD.

The following provides the roadmap information for DoD smart card product technical refresh through CY2006.

Target Date:  Present through April 2006 – DoD will purchase card stock that is currently qualified in the DoD infrastructure.  This cardstock must have 64K EEPROM (minimum of 46K available for use), with Java VM Version 2.1, and Global Platform Version 2.0.1.  These must be FIPS 140-2, level 2 certified with the current DoD applets and be currently (as of August 30, 2005) integrated into the DoD issuance infrastructure as well as integrated into desktop middleware.

Target Date:  December 2005 - DoD expects to purchase FOR END USER PILOT TESTING ONLY approximately 20,000 Dual Interface 64K EEPROM smart cards.  This cardstock must be FIPS 140-2, level 2 certified, have 64K EEPROM (minimum of 64K available for use), with Java VM Version 2.2, and Global Platform Version 2.1.  The pilot is expected to commence in March or April 2006 through July 2006.  These cards will be certified with DoD Transitional applets on the platform. 

Target Date:  December 2005 – DoD expects to evaluate card stock with 64K EEPROM (minimum of 64K available for use), FIPS 140-2, level 2 certified JAVACARDS with Java VM 2.1, and Global Platform Version 2.0.1 or higher (Java VM 2.2 and Global Platform 2.1). These must be capable of obtaining FIPS 140-2, level 2 certification with DoD Transitional applets by June 2006.  

The DoD Access Card Office will provide all responding card vendors a set of PERFORMANCE APPLETS upon successful verification of cards that meet the requirements.  The applets will be provided at the announced evaluation period.  These applets will be run on the card platform (without DoD applets) and the test results will be provided to DMDC.  These applets will determine metrics such as key generation speed, applet load time, and Application Protocol Data Unit (APDU) communication speed for initialize update, and external authenticate. The purpose of these tests will be to down-select specific card offerings during source selection.  DoD expects at least two different manufacturers cards to be available for use, but does not expect to select more than four cards if they are available and meet the criteria above.  Any card that is selected (partially based on the performance applet test results) will be integrated into the DoD issuance infrastructure and tested with DoD desktop middleware at DoD expense.  Production cards are expected to be purchased 2nd or 3rd quarter CY 2006 for monthly consumption of approximately 200,000 cards.  This platform will be ordered in decreasing amounts to support full dual interface fielding by April 2007.

Target Date: December 2006 - DoD expects to evaluate and purchase 64K (or greater) Dual Interface (ISO 14443 with a minimum of 64K usable EEPROM available) smart cards for long-term production of the next generation Common Access Card.  This card will remain as the standard CAC until a new technology refresh is announced (estimated to be 18 - 24 months).  

To be eligible for qualification for the dual interface product (target Dec. 2006), vendors must FIPS 140-2, level 2 certify their offering with a DoD Transitional applet, Java VM Version 2.2 and Global Platform Version 2.1.  In order to place the dual interface cards into production, the DoD has adopted the following qualification steps:

A. The DoD Access Card Office will provide all responding card vendors a set of PERFORMANCE APPLETS upon successful verification of cards that meet the requirements.  The applets will be provided at the announced evaluation period.  These applets will be run on the card platform (without DoD applets) and the test results will be provided to DMDC.  These applets will determine metrics such as key generation speed, applet load time, APDU communication speed for initialize update, external authenticate. The purpose of these tests will be to down-select card offerings during source selection.  The DoD expects to select at least two, but no more than four cards.  

B. Card Vendors must FIPS 140-2, level 2 certify their card platform with the DoD provided applets. The vendor may choose to certify with earlier versions and attempt a delta certification or certify with the final applet version.


C. The DoD applet versions will be provided to responsive card manufacturers by contacting ACO. 

D. Vendors must pre-qualify their products with an appropriate IV&V laboratory in accordance with the DoD IV&V specifications available by contacting the ACO at:  cacsupport@osd.pentagon.mil

The DoD expects to select a minimum of two different cards (one per manufacturer) to insure multiple sources. A maximum of four cards will be chosen to supply the 64K Dual Interface products. All cards will be subject to the Performance Applet testing and selection criteria.  If more than four manufacturers present offerings, the cards will be down selected based upon performance criteria derived from the PERFORMANCE APPLET DATA from the test suite described in qualification step (A). Once selected, the cards will be integrated into the DoD Issuance System at government expense and the follow-on middleware and user testing (90 day minimum) will be undertaken by the government.  When the DoD procures card stock, competition will be partially based on price and availability to meet the delivery schedule.  Of the cards purchased, there will be a minimum of 100,000 cards for each manufacturer/vendor that has been selected, and integrated into the DoD infrastructure.  

NO NEW VENDORS WILL BE ADDED OR INTEGRATED INTO THE DoD ISSUANCE SYSTEM UNTIL THE NEXT MAJOR REFRESH CYCLE. The DoD targets that refresh cycle to be at 18 – 24 month intervals.

Note that the DoD presents this plan to promote competition and provide fair access to all card vendors.  However, the government reserves the right to adjust this plan based upon programmatic and operational need.

Interested parties shall submit their response via email to Deborah.Gallagher@osd.pentagon.mil no later than 31 October 2005.  Responses should be sent in either word or .pdf format and shall not exceed ten (10) pages in length.   Questions regarding this RFI should be addressed to Pam Jay, Email: Pilcherria.Jay@osd.pentagon.mil no later than 14 October 2005.  Telephone inquiries will not be accepted.
