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Agenda

Scanner Registration and Testing
Additional SWFT 6.1 Enhancements

 Email notifications

e Scanner Registration Validation
e eFP Search Tool

* Smart Card Re-registration Improvement

Resources and Communication
* Demo
c Q&A

Please mute your phones unless you are asking a question and do not use the hold feature
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Scanner Registration & Testing

e Select the “Scanner &___fome P
. . ” ~ vanced Searc
Registration” button IR

8 “Account Management B
@ “Biometric Upload B

¥ “Scanner Registration B

 Select “Add Scanner” I

* Complete the form and select scannerRegistration L Co—
. Serial No./Server Identifier: - ser Settings

usubmltn / . User Setting B

v Help B

 Ensure that TCN Prefix is the === - Cogot -
appropriate format (next |

slide) Scanner Registration
1 Hame

* You will receive e-mail
notification when you are

able to submit a test file =l
* SWFT6.1includes improved = e
scanner search utility and

ability for Site Admins toadd
and edit scanners 3 Serving Those Who Serve Our Country




Scanner Registration & Testing

e TCN Prefix Format:

* <CAGE Code 1>#<Optional CAGE Code 2>#<Unique Printer
|dentifier>)

 CAGE Code 1 = Your company’s CAGE Code or the CAGE
Code of your parent company

e Optional CAGE Code 2 = Your branch’s CAGE Code or it can
be omitted

e Unique Printer Identifier = Serial Number

 The TCN Prefix must end with the “)” and each component
of the prefix must be separated by a “#.”

 Example: 8L667#XB373#201206111523)
Note: This TCN Prefix Format applies to SWFT users only
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Scanner Registration & Testing

e Submit a test EFT within 2 weeks of
receiving approval to test notification

* A test must be submitted before o | B B @ mm [N | (@ e | s | @

2} To Manager - = HloneNote B Categorize - 2 Related -

G Junic - Delete | Reply R:‘,‘@ Forward By More ~ | |3 Team £ mail | move B Adions - | ¥ Follow Up - Transtate 1y select - oom
: M . Delete Respond Quick Steps Move Tags Editing Zoom
OTTICIal usage Can pegin e p———
:
I f . . . o 6 O Good Aftermoon Ms. [ &
a te St I S n Ot S u b I I l Itt e d W Itl I I I l Your equipment [l has been registered and is authorized for testing. Please save this e-mail for future reference. Al scanner must
be tested in accordance with Section 5.0 EFT TEST PROCED URES of the Scanner Cc ion and istration Guide.
avs, the scanner registration wi e TS Guiinh Tt e f SUET spition il rvidemictions i
) process. The Scanner Configuration and Registration Guide will also have information on the Submitting Office Number/Submitting
Office Identifier/l Payments and Collections (SON/SOI/IPAC) for vour scanner. Please contact your software vendor

for instructions on how to generate your test files using your specific software.

suspended

1. Once you have uploaded the test EFT in SWFT, send an email to the SWFT Coordinator at dmdc.swft@meil.mil and include the
TCN, serial number of the scanner, and the company name.

. .
) . The TCN is a concatenation of the TCN prefix [i.e.: ABC45#001)] and the unique number for an EFT [i.e.: 0000000001 that is
generated by the scanning software. This is only an example of a TCN: ABCAS5#001)0000000001.
Each Cage Code in the TCN must be followed by '#' (pound sign without quotes). Unique Printer Identifier must be followed by /)"
f . | . I f h f. I (right parenthesis without quotes).
dmdc.swft@mail.mil) after the test file
. . Please contact the SWFT Coordinator at DMDC. SWFT@mailmil if there are additional questions pertaining to SWFT.
is submitted

s

. The printer identifier can be the scanner serial number or the serial number of the fingerprint card reader.

e Wait for Approval for Production
notification or further instruction from
the SWFT Coordinator

e Submissions from unregistered scanners
will be automatically rejected by SWFT
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Scanner Registration & Testing

* Re-registration and Re-testing
required if:

* Any part of the system is replaced
(workstation, scanner, or both)

e Software replacement or upgrade

Secure Web Fingerprint Transmission

* Equipment re-location outside of
the current building : pe—

 Additional information can be
found on the PSA Website or in

the Configuration Guide, which
can be found in SWFT
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Additional SWFT 6.1 Enhancements

* Automated Emails to be sent to all Users prior to account
being locked

* Automated Emails to be sent to Organization Administrators
when the registration status of a scanner is changed

e Scanner Registration Validation to be implemented so that
EFPs are only accepted from scanners that are approved for
production

 SWFT Reports reduced the number of SSN characters
displayed from 4 to 2, in order to increase the protection of PlII

* Organization Administrators will be prompted to correct
differences in the name fields when creating an account for a
user that has an existing account tied to the same SSN

7 Serving Those Who Serve Our Country



Additional SWFT 6.1 Enhancements

e eFP Search Tool

Electronic Fingerprint Record Search Results

Last Name: First Name: SSN: TCN:
:

e Allows for easy search for status of subject’s eFPs

* Login ID visible to Users when resetting Password as part of
the Smart Card Re-registration process

! User Settings |

Email Example: xoox@company.com (must contain '@’ and '.")
Example: 703.325.9999, 703-325-9999, (703) 325-9999 or
Phone |603-111-2222 7033259999

i
i
!
i
i RE-REGISTER PIV, PIV-I OR ECA SMART CARD
To re-register a PIV, PIV-1 or ECA Smart Card you will need your SWFT Login ID and Password for the Smart Card Registration page.
i Your Login ID is: eramoaORGmultisite

» Create a new password using the fields below. The new password is only valid for 72 hours. After 72 hours you must create
i another password.
TMPORTANT: Reset your SWFT password before your PIV or ECA Smart Card expires.
Enter the SWFT URL and select the new Smart Card certificate.
You will be directed to the Smart Card Registration page, where you will enter your Login ID and Password.
Once SWFT validates your information, access to SWFT is granted.

Passwords in the SWFT system are complex and will expire in
e FEERETE 72 hours. Passwords must be at least 15 characters,

Verify New P d I— containing at least two upper case characters, two lower
e SW Basswor case characters, two digits, and two special characters.
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Resources

Visit the PSA Website to Find Additional Resources:

e Newsletter

* PKI Frequently Asked Questions
 Release Notes
e General Announcements

* https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT

DoD approved PKI Vendors

Access, Registration, and Test Guide

PSSAR Sample, Instructions, and Checklist

DoD ECA approved vendors can be found here and approved
Non-Federal Issuers including all of the Category Il listed
providers here.
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https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+PSSARexample.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+PSSAR+instructions+v6.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=PSSAR+Checklistv2.pdf
http://iase.disa.mil/pki/eca/
http://iase.disa.mil/pki-pke/interoperability/index.html
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf

Communication

* Technical Assistance/PSSAR Submissions/Account Information:
dmdc.contactcenter@mail.mil

 SWFT Coordinator/SWFT Program Manager:
dmdc.swit@mail.mil

10 Serving Those Who Serve Our Country


mailto:dmdc.contactcenter@mail.mil
mailto:dmdc.swft@mail.mil

Demo
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Questions
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Backup
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Smart Card Re-Registration

* PIV, PIV-Il, and ECA users will need their SWFT Login ID and a
Password to Re-Register their Smart Card

* |If you forgot your username, contact your Site or Organization
Administrator

* Login to SWFT to reset your password no more than 72 hours
BEFORE your certificate expires

* When you receive your new certificate (within 72 hours of
resetting your password), return to SWFT and register your Smart
Card

* CAC users will not need to Re-Register their Smart Cards

e Refer to Section 6.2 of the User Guide for more information
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Biometric Upload - EFTArchive

e EFTArchive may appear after EFT filenames when uploading prints in the
Biometric Uploader

Biometric Uploader

Add
Fiengme |sze  |UploadStatws | | |
DMDC0000000002TEST 2ft - EFTArchive 660336 | Preview || Remove || Remove All |

* EFTArchive is the result of an unrecognized CRI

e Contact the SWFT Coordinator to determine the appropriate
corrective action:
* |f the CRI contains an error, the user will have to correct the error and resubmit

* |f the CRI needs to be approved by OPM, the Coordinator will request the approval

and manually release the EFT to OPM
T | 5 bicct Place of Brth: VA
Subject DOB: 1/1/1960

DMDC0000000002TEST eft - EFTArchive Sex: F

Race: W

Height: 506

Content Erroff| Weight: 115

Color Eyes: HAZ

Hair Color: BAL

Reason Fingerprinted: TEST

Date Printed: 20101201

Image Capture Equipment: Cross Match
TechnelogiesGUARDIANDDD999%99.X2010
CRI: 346W DDO3 DSSIND

* Users should attempt to correct CRI issues prior to uploading to SWFT to

prevent delays in the processing of the eFPs
15 Serving Those Who Serve Our Country




Reports

* Select the “Reports” button & ___fome P
- Advanced Search B

& “Account Management B

* Available Reports for All:

@ “Biometric Upload B

 Status by Date) Namel SSN " Scanner Registration E
e Discrepancy _Repore P

- User Settings E
* Archived Biometrics Status by Date, - Help -

Name, or SSN - Cogout -
* Available Reports for Org/Site

Admins:

* Scanner Registration Status by CAGE
Code or Hardware Vendor and Serial
Number

* Uploader Multi-Site Detail
* Uploader Multi-Site Summary
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Reports

 Archived Biometrics Status

* Confirm that the SON/SOI/IPAC for the eFP were entered
correctly

e Contact the SWFT Coordinator
* Discrepancy Report:

* Discrepancies between fields in the EFT and the e-QIP file will be
highlighted

e User’s responsibility to manually adjust the incorrect information
and resubmit

 EFTs that have an associated e-QIP are released to OPM every
30 minutes

e EFTs that do not match an e-QIP are released to OPM with a
24 hour delay
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Suitability Investigations

 DMDC learned during a previous webinar that DoD
customers ask NISP contractors to submit fingerprints
in support of suitability investigations

« DMDC alerted the Defense Security Service (DSS)
Personnel Security Office for Industry (PSMO-I) who is
working out how to address this issue

* An update was made to the FAQ document stating that
NISP contractors must obtain permission from DMDC
prior to submitting fingerprints on behalf of DoD
components
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Secure Web Fingerprint
Transmission (SWFT)
Webinar

April 2015
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Agenda

 SWEFT Access

* Account Policies

e Scanner Registration and Testing
* Biometric Upload - EFTArchive

* Reports

* Release 6.1

* Resources and Communication

 Demo

Please mute your phones unless you are asking a question and do not use the hold feature
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SWEFT Access

Users must be employed by a cleared contractor, have an
approved PSSAR form, and up to date IA and PIl training in
order to receive a SWFT account

As of 2 Mar 2015, there will be a new version of the PSSAR
form

* Previous version of the PSSAR form will not be accepted

* Current version required for all account activations,
modifications, and deletions

The new PSSAR form will be available on the PSA website

Refer to the Access, Registration, and Test Guide for additional
information about getting started in SWFT.
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Account Policies

e Accounts are locked after 30 days of inactivity

* Site/Organization Admins can unlock accounts

 DMDC Contact Center can unlock Organization Admin accounts
e Accounts are deactivated after 45 days of inactivity

* Deactivated accounts are not able to be reactivated

* Deactivated users will require a new UserID to access SWFT,
which requires a new PSSAR to be submitted

* |tis recommended that users set a calendar reminder with a
25-28 day recurrence in order to avoid having their accounts
locked or deactivated

* Upcoming SWFT enhancement will provide automated email
messages to warn users in advance of account expiration.
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Scanner Registration & Testing

- Home B

* Select the “Scanner {—avsnssasas

Registration” button 4 Account Management J#

‘_ Biometric Upload .‘

¢ Se|eCt ”Add Scanner” " Scanner Registration B

- Reports B

 Complete the form and select & vsorsetmg:

“Submit” 4 Help -

 Ensure that TCN Prefix is the & logout P
appropriate format (next

Slide) Add Scanner

 You will receive e-mail
notification when you are
able to submit a test file
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Scanner Registration & Testing

e TCN Prefix Format:

* <CAGE Code 1>#<Optional CAGE Code 2>#<Unique Printer
|dentifier>)

CAGE Code 1 = Your company’s CAGE Code or the CAGE
Code of your parent company

Optional CAGE Code 2 = Your branch’s CAGE Code or it can
be omitted

Unique Printer Identifier = Serial Number

The TCN Prefix must end with the “)” and each component
of the prefix must be separated by a “#.”

* Example: 8L667#XB373#201206111523)
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Scanner Registration & Testing

e Submit a test EFT within 2 weeks
of receiving approval to test
notification

e A test must be submitted before
official usage can begin

* If a test is not submitted within 60
days, the scanner registration will
be suspended

 Email the SWFT Coordinator
(dmdc.swft@mail.mil) after the
test file is submitted

e Wait for Approval for Production
notification or further instruction
from the SWFT Coordinator

25

a £ Rules - ¥ Mark Unreas 1% in ©
soroe P (5 (L] (3 Dy (1 renoies-aos 2y B DMakUnread 2% B Find Q
e G ToManager |+ | " W]onehote | H§ Cotegorize - B Related -
- Detete | Reply Reply Forward B pyore - Move Teansite Zoom
& Junk oy Repy e More | g3 teamEmail 7 | M [ adions- | ¥ Fotlowtp s | o g select -
Delete Respond Quick Steps Move Tags Editing Zoom
From: DODHRA DODC-MB DMDC Mailbox SWFT Sent: Mon 10/06/2014 10:44 AM
«
Subject: _ Scanner Authorized for Testing - erial# 905414

&

Good Afremoon Ms. [ I

Your equipment [l nas veen registered and is authorized for testing. Please save this e-mail for future reference. All scanmer neust

be tested in accordance with Section 5.0 EFT TEST PROCED URES of the Scanner Configuration and Registration Guide.

The Scamrer C Guide in the "Help” menu of SWFT application will provide instructions on the testing
process. The Scanner Configuration and Registration Guide wil also have ion on the Submitting Office Nunib
Office IdentifierT Payments and Collections (SON/SOITPAC) for your scanner. Please contact your software vendor

for instructions on how to generate your test files using your specific software.

Please note the following:

1. Once you have uploaded the test EFT in SWFT, send an email to the SWFT Coordinator at dmdc.swft@meil.mil and include the
TCN, serial number of the scanner, and the company name.

The TCN is a concatenation of the TCN pre ABC454001}] and the unique number for an EFT
generated by the scanning software. This is only an example of a TCN: ABCA5#001)0000000001.

0000000001] that is.

Each Cage Code in the TCN must be followed by #' (pound sign without quotes). Unique Printer Identifier must be followed by /)"
(right parenthesis without quotes).

~

The printer identifier can be the scanner serial number or the serial number of the fingerprint card reader.

Please contact the SWET Coordinator at DMDC SWET@mail mil if there are additional questions pertaining to SWFT.

Thank you,
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Scanner Registration & Testing

* Re-registration and Re-testing
required if:

* Any part of the system is replaced
(workstation, scanner, or both)

» Software replacement or upgrade

Secure Web Fingerprint Transmission

* Equipment re-location outside of = A
the current building : ——

* Additional information can be
found on the PSA Website or in

the Configuration Guide, which
can be found in SWFT
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Biometric Upload - EFTArchive

e EFTArchive may appear after EFT filenames when uploading prints in the
Biometric Uploader

Biometric Uploader

Flename ——————————— —— sie  [uploadStas | | |
DMDCO000000002TEST eft - EFTArchive 660586 | Preview || Remave || Remove All |

 EFTArchive is the result of an unrecognized CRI

e Contact the SWFT Coordinator to determine the appropriate
corrective action:
* |f the CRI contains an error, the user will have to correct the error and resubmit

* |f the CRI needs to be approved by OPM, the Coordinator will request the approval

and manually release the EFT to OPM

T  Subiect Place of Birth: VA
Subject DOB: 1/1/1960

DMDCO000000002TEST eft - EFTArchive Sex: F

Race: W

Height: 506

Content Erroff| Weight: 115

Color Eyes: HAZ

Hair Color: BAL

Reason Fingerprinted: TEST

Date Printed: 20101201

Image Capture Equipment: Cross Match

TechnelogiesGUARDIANDDD999999.X2010
CRI: 346W DDO03 DSSIND

e Users should attempt to correct CRI issues prior to uploading to SWFT to

prevent delays in the processing of the eFPs
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Reports

* Select the “Reports” button & ___fome P
- Advanced Search B

& “Account Management B

* Available Reports for All:

@ “Biometric Upload B

 Status by Date) Namel SSN " Scanner Registration E
e Discrepancy _Repore P

- User Settings E
* Archived Biometrics Status by Date, - Help -

Name, or SSN - Cogout -
* Available Reports for Org/Site

Admins:

* Scanner Registration Status by CAGE
Code or Hardware Vendor and Serial
Number

* Uploader Multi-Site Detail
* Uploader Multi-Site Summary
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Reports

 Archived Biometrics Status

* Confirm that the SON/SOI/IPAC for the eFP were entered
correctly

e Contact the SWFT Coordinator
* Discrepancy Report:

* Discrepancies between fields in the EFT and the e-QIP file will be
highlighted

e User’s responsibility to manually adjust the incorrect information
and resubmit

 EFTs that have an associated e-QIP are released to OPM every
30 minutes

e EFTs that do not match an e-QIP are released to OPM with a
24 hour delay
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Release 6.1

e eFP Search Tool

Electronic Fingerprint Record Search Results

Last Name: |:i’st Name: SSN: TCN:

e Allows for easy search for status of subject’s eFPs

* Login ID visible to Users when resetting Password as part of
the Smart Card Re-registration process

! User Settings |

Email Example: xxxx@company.com (must contain '@" and '.")
Example: 703.325.9999, 703-325-9999, (703) 325-9999 or
Phone [603-111-2222 2033259009

!
i
!
i
i RE-REGISTER PIV, PIV-I OR ECA SMART CARD
To re-register a PIV, PIV-1 or ECA Smart Card you will need your SWFT Login ID and Password for the Smart Card Registration page.
i Your Login ID is: eramoaORGmultisite

» Create a new password using the fields below. The new password is only valid for 72 hours. After 72 hours you must create
i another password.
TMPORTANT: Reset your SWFT password before your PIV or ECA Smart Card expires.
Enter the SWFT URL and select the new Smart Card certificate.
You will be directed to the Smart Card Registration page, where you will enter your Login 1D and Password.
Once SWFT validates your information, access to SWFT is granted.

Passwords in the SWFT system are complex and will expire in
e FEERETE 72 hours. Passwords must be at least 15 characters,

Verify N z d I— containing at least two upper case characters, two lower
e YRR case characters, two digits, and two special characters.
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Release 6.1

Automated Emails to be sent to all Users prior to account
being locked

Automated Emails to be sent to Organization Administrators
when the registration status of a scanner is changed

Scanner Registration Validation to be implemented so that
EFPs are only accepted from scanners that are approved for
production

SWFT Reports reduced the number of SSN characters
displayed from 4 to 2, in order to increase the protection of PlII

Organization Administrators will be prompted to correct
differences in the name fields when creating an account for a
user that has an existing account tied to the same SSN
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Resources

Visit the PSA Website to Find Additional Resources:

e Newsletter

* PKI Frequently Asked Questions
 Release Notes
e General Announcements

* https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT

DoD approved PKI Vendors

Access, Registration, and Test Guide

PSSAR Sample, Instructions, and Checklist

DoD ECA approved vendors can be found here and approved
Non-Federal Issuers including all of the Category Il listed
providers here.
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https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+PSSAR+instructions+v6.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=PSSAR+Checklistv2.pdf
http://iase.disa.mil/pki/eca/
http://iase.disa.mil/pki-pke/interoperability/index.html
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf

Communication

* Technical Assistance/PSSAR Submissions/Account Information:
dmdc.contactcenter@mail.mil

 SWFT Coordinator/SWFT Program Manager:
dmdc.swit@mail.mil
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Demo
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Questions
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Backup
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Suitability Investigations

e DMDC learned during a previous webinar that DoD
customers ask NISP contractors to submit fingerprints
in support of suitability investigations

« DMDC alerted the Defense Security Service (DSS)
Personnel Security Office for Industry (PSMO-I) who is
working out how to address this issue

* An update was made to the FAQ document stating that
NISP contractors must obtain permission from DMDC
prior to submitting fingerprints on behalf of DoD
components
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Multi-Site Uploader Role

* Service Provider Acts with Limited Privileges on Behalf of
Another Company

* Serviced Company must be registered in SWFT and have their
own SWFT account

* PSSAR required to become a Multi-Site Uploader

* Serviced company obtains account to generate detailed
reports

* Service Provider is able to generate reports that identify the
date and number of EFTs uploaded for the purpose of billing
and accountability
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Multi-Site Uploader Role

* ONLY one Cage Code is able to be assigned to a Multi-Site
Uploader account

* Users with Multiple Cage Codes assigned to their accounts who
wish to have the Multi-Site Uploader role should request a
separate account

* Maintains full reporting capabilities through your existing account
with Multiple Cage Codes

* Allows you the ability to upload eFPs for any company in SWFT
through your separate Multi-Site Uploader account
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Smart Card Re-Registration

* PIV, PIV-Il, and ECA users will need their SWFT Login ID and a
Password to Re-Register their Smart Card

* |If you forgot your username, contact your Site or Organization
Administrator

* Login to SWFT to reset your password no more than 72 hours
BEFORE your certificate expires

* When you receive your new certificate (within 72 hours of
resetting your password), return to SWFT and register your Smart
Card

* CAC users will not need to Re-Register their Smart Cards

e Refer to Section 6.2 of the User Guide for more information
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Smart Card Re-Registration

To re-register a PIV, PIV-I or ECA Smart Card vou will need your SWFT Login ID and Password for the Smart Card Registration page.

Secure Web Fingerprint Transmission
(SWFT)

Eramo, Andrew - DMDC1 - Last login time: 03/11/2014 20:55 GMT

Example: xooc@company.com (must contain '@ and '.")

Example: 703.325.9999, 703-325-9999, (703) 325-9999 or
7033259999

Phone

RE-REGISTER PIV, PIV-I OR ECA SMART CARD

Create a new password using the fields below. The new password is only valid for 72 hours. After 72 hours you must create
another password.

IMPORTANT: Reset your SWFT password before your PIV or ECA Smart Card expires. If you forgot your Login ID, contact
your Account Manager.

Enter the SWFT URL and select the new Smart Card certificate.

You will be directed to the Smart Card Registration page, where you will enter your Login ID and Password.

Once SWFT validates your information, access to SWFT is granted.

Passwords in the SWFT system are complex and will expire in
72 hours. Passwords must be at least 15 characters,
containing at least two upper case characters, two lower
case characters, two digits, and two special characters.

New Passwordl

Verify New Password |

Change

RE-REGISTER CAC SMART CARD
To re-register a CAC Smart Card
» Enter the SWFT URL and select the Smart Card certificate. Once the certificate is validated; access to SWFT is
granted.
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Secure Web Fingerprint
Transmission (SWFT)
Webinar

March 2015
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Agenda

 SWEFT Access

* Account Policies

 Suitability Investigations

e Scanner Registration and Testing
* Reports

* Resources and Communication

* Demo
e Q&A

Please mute your phones unless you are asking a question and do not use the hold feature
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SWEFT Access

Users must be employed by a cleared contractor, have an
approved PSSAR form, and up to date IA and PIl training in
order to receive a SWFT account

As of 2 Mar 2015, there will be a new version of the PSSAR
form

* Previous version of the PSSAR form will not be accepted

* Current version required for all account activations,
modifications, and deletions

The new PSSAR form will be available on the PSA website

Refer to the Access, Registration, and Test Guide for additional
information about getting started in SWFT.
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https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+Access+Registration+and+Testing+Procedures+v2+0_FINAL.pdf

Account Policies

e Accounts are locked after 30 days of inactivity

* Site/Organization Admins can unlock accounts

 DMDC Contact Center can unlock Organization Admin accounts
e Accounts are deactivated after 45 days of inactivity

* Deactivated accounts are not able to be reactivated

* Deactivated users will require a new UserID to access SWFT,
which requires a new PSSAR to be submitted

* |tis recommended that users set a calendar reminder with a
25-28 day recurrence in order to avoid having their accounts
locked or deactivated

* Upcoming SWFT enhancement will provide automated email
messages to warn users in advance of account expiration.
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Suitability Investigations

* DMDC learned during the last webinar that DoD
customers ask NISP contractors to submit fingerprints
in support of suitability investigations

« DMDC alerted the Defense Security Service (DSS)
Personnel Security Office for Industry (PSMO-I) who is
working out how to address this issue

* An update was made to the FAQ document stating that
NISP contractors must obtain permission from DMDC
prior to submitting fingerprints on behalf of DoD
components
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Scanner Registration & Testing

- Home B

* Select the “Scanner {—avsnssasas

Registration” button 4 Account Management J#

‘_ Biometric Upload .‘

¢ Se|eCt ”Add Scanner” " Scanner Registration B

- Reports B

 Complete the form and select & vsorsetmg:

“Submit” 4 Help -

 Ensure that TCN Prefix is the & logout P
appropriate format (next

Slide) Add Scanner

 You will receive e-mail
notification when you are
able to submit a test file
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Scanner Registration & Testing

e TCN Prefix Format:

* <CAGE Code 1>#<Optional CAGE Code 2>#<Unique Printer
|dentifier>)

CAGE Code 1 = Your company’s CAGE Code or the CAGE
Code of your parent company

Optional CAGE Code 2 = Your branch’s CAGE Code or it can
be omitted

Unique Printer Identifier = Serial Number

The TCN Prefix must end with the “)” and each component
of the prefix must be separated by a “#.”

* Example: 8L667#XB373#201206111523)
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Scanner Registration & Testing

e Submit a test EFT within 2 weeks
of receiving approval to test
notification

e A test must be submitted before
official usage can begin

* If a test is not submitted within 60
days, the scanner registration will
be suspended

 Email the SWFT Coordinator
(dmdc.swft@mail.mil) after the
test file is submitted

e Wait for Approval for Production
notification or further instruction
from the SWFT Coordinator

49

a £ Rules - ¥ Mark Unreas 1% in ©
soroe P (5 (L] (3 Dy (1 renoies-aos 2y B DMakUnread 2% B Find Q
e G ToManager |+ | " W]onehote | H§ Cotegorize - B Related -
- Detete | Reply Reply Forward B pyore - Move Teansite Zoom
& Junk oy Repy e More | g3 teamEmail 7 | M [ adions- | ¥ Fotlowtp s | o g select -
Delete Respond Quick Steps Move Tags Editing Zoom
From: DODHRA DODC-MB DMDC Mailbox SWFT Sent: Mon 10/06/2014 10:44 AM
«
Subject: _ Scanner Authorized for Testing - erial# 905414

&

Good Afremoon Ms. [ I

Your equipment [l nas veen registered and is authorized for testing. Please save this e-mail for future reference. All scanmer neust

be tested in accordance with Section 5.0 EFT TEST PROCED URES of the Scanner Configuration and Registration Guide.

The Scamrer C Guide in the "Help” menu of SWFT application will provide instructions on the testing
process. The Scanner Configuration and Registration Guide wil also have ion on the Submitting Office Nunib
Office IdentifierT Payments and Collections (SON/SOITPAC) for your scanner. Please contact your software vendor

for instructions on how to generate your test files using your specific software.

Please note the following:

1. Once you have uploaded the test EFT in SWFT, send an email to the SWFT Coordinator at dmdc.swft@meil.mil and include the
TCN, serial number of the scanner, and the company name.

The TCN is a concatenation of the TCN pre ABC454001}] and the unique number for an EFT
generated by the scanning software. This is only an example of a TCN: ABCA5#001)0000000001.

0000000001] that is.

Each Cage Code in the TCN must be followed by #' (pound sign without quotes). Unique Printer Identifier must be followed by /)"
(right parenthesis without quotes).

~

The printer identifier can be the scanner serial number or the serial number of the fingerprint card reader.

Please contact the SWET Coordinator at DMDC SWET@mail mil if there are additional questions pertaining to SWFT.

Thank you,

Serving Those Who Serve Our Country
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Scanner Registration & Testing

* Re-registration and Re-testing
required if:

* Any part of the system is replaced
(workstation, scanner, or both)

» Software replacement or upgrade

Secure Web Fingerprint Transmission

* Equipment re-location outside of = A
the current building : ——

* Additional information can be
found on the PSA Website or in

the Configuration Guide, which
can be found in SWFT

50 Serving Those Who Serve Our Country



Reports

* Select the “Reports” button & ___fome P
- Advanced Search B

& “Account Management B

* Available Reports for All:

@ “Biometric Upload B

 Status by Date) Namel SSN " Scanner Registration E
e Discrepancy _Repore P

- User Settings E
* Archived Biometrics Status by Date, - Help -

Name, or SSN - Cogout -
* Available Reports for Org/Site

Admins:

* Scanner Registration Status by CAGE
Code or Hardware Vendor and Serial
Number

* Uploader Multi-Site Detail
* Uploader Multi-Site Summary
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Reports

 Archived Biometrics Status

* Confirm that the SON/SOI/IPAC for the eFP were entered
correctly

e Contact the SWFT Coordinator
* Discrepancy Report:

* Discrepancies between fields in the EFT and the e-QIP file will be
highlighted

e User’s responsibility to manually adjust the incorrect information
and resubmit

 EFTs that have an associated e-QIP are released to OPM every
30 minutes

e EFTs that do not match an e-QIP are released to OPM with a
24 hour delay
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Resources

Visit the PSA Website to Find Additional Resources:

e Newsletter

* PKI Frequently Asked Questions
 Release Notes
e General Announcements

* https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT

DoD approved PKI Vendors

Access, Registration, and Test Guide

PSSAR Sample, Instructions, and Checklist

DoD ECA approved vendors can be found here and approved
Non-Federal Issuers including all of the Category Il listed
providers here.
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https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT
https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT
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https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+Access+Registration+and+Testing+Procedures+v2+0_FINAL.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+PSSARexample.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+PSSAR+instructions+v6.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=PSSAR+Checklistv2.pdf
http://iase.disa.mil/pki/eca/
http://iase.disa.mil/pki-pke/interoperability/index.html
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf

Communication

* Technical Assistance/PSSAR Submissions/Account Information:
dmdc.contactcenter@mail.mil

 SWFT Coordinator/SWFT Program Manager:
dmdc.swit@mail.mil
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Demo
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Questions
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Backup
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Multi-Site Uploader Role

* Service Provider Acts with Limited Privileges on Behalf of
Another Company

* Serviced Company must be registered in SWFT and have their
own SWFT account

* PSSAR required to become a Multi-Site Uploader

* Serviced company obtains account to generate detailed
reports

* Service Provider is able to generate reports that identify the
date and number of EFTs uploaded for the purpose of billing
and accountability
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Multi-Site Uploader Role

* ONLY one Cage Code is able to be assigned to a Multi-Site
Uploader account

* Users with Multiple Cage Codes assigned to their accounts who
wish to have the Multi-Site Uploader role should request a
separate account

* Maintains full reporting capabilities through your existing account
with Multiple Cage Codes

* Allows you the ability to upload eFPs for any company in SWFT
through your separate Multi-Site Uploader account
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Smart Card Re-Registration

* PIV, PIV-Il, and ECA users will need their SWFT Login ID and a
Password to Re-Register their Smart Card

* |If you forgot your username, contact your Site or Organization
Administrator

* Login to SWFT to reset your password no more than 72 hours
BEFORE your certificate expires

* When you receive your new certificate (within 72 hours of
resetting your password), return to SWFT and register your Smart
Card

* CAC users will not need to Re-Register their Smart Cards

e Refer to Section 6.2 of the User Guide for more information
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Smart Card Re-Registration

To re-register a PIV, PIV-I or ECA Smart Card vou will need your SWFT Login ID and Password for the Smart Card Registration page.

Secure Web Fingerprint Transmission
(SWFT)

Eramo, Andrew - DMDC1 - Last login time: 03/11/2014 20:55 GMT

Example: xooc@company.com (must contain '@ and '.")

Example: 703.325.9999, 703-325-9999, (703) 325-9999 or
7033259999

Phone

RE-REGISTER PIV, PIV-I OR ECA SMART CARD

Create a new password using the fields below. The new password is only valid for 72 hours. After 72 hours you must create
another password.

IMPORTANT: Reset your SWFT password before your PIV or ECA Smart Card expires. If you forgot your Login ID, contact
your Account Manager.

Enter the SWFT URL and select the new Smart Card certificate.

You will be directed to the Smart Card Registration page, where you will enter your Login ID and Password.

Once SWFT validates your information, access to SWFT is granted.

Passwords in the SWFT system are complex and will expire in
72 hours. Passwords must be at least 15 characters,
containing at least two upper case characters, two lower
case characters, two digits, and two special characters.

New Passwordl

Verify New Password |

Change

RE-REGISTER CAC SMART CARD
To re-register a CAC Smart Card
» Enter the SWFT URL and select the Smart Card certificate. Once the certificate is validated; access to SWFT is
granted.
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Secure Web Fingerprint
Transmission (SWFT)
Webinar

February 2015
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Agenda

* SWFT Access

* Account Policies

e Scanner Registration and Testing
* Reports

e Resources and Communication

* Demo
c Q&A

Please mute your phones unless you are asking a question and do not use the hold feature
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SWEFT Access

Users must be employed by a cleared contractor, have an
approved PSSAR form, and up to date IA and PIl training in
order to receive a SWFT account

As of 2 Mar 2015, there will be a new version of the PSSAR
form

* Previous version of the PSSAR form will not be accepted

* Current version required for all account activations,
modifications, and deletions

The new PSSAR form will be available on the PSA website

Refer to the Access, Registration, and Test Guide for additional
information about getting started in SWFT.
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https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+Access+Registration+and+Testing+Procedures+v2+0_FINAL.pdf

Account Policies

e Accounts are locked after 30 days of inactivity

* Site/Organization Admins can unlock accounts

 DMDC Contact Center can unlock Organization Admin accounts
e Accounts are deactivated after 45 days of inactivity

* Deactivated accounts are not able to be reactivated

* Deactivated users will require a new UserID to access SWFT,
which requires a new PSSAR to be submitted

* |tis recommended that users set a calendar reminder with a
25-28 day recurrence in order to avoid having their accounts
locked or deactivated

* Upcoming SWFT enhancement will provide automated email
messages to warn users in advance of account expiration.

65 Serving Those Who Serve Our Country



Scanner Registration & Testing

- Home B

* Select the “Scanner {—avsnssasas

Registration” button 4 Account Management J#

‘_ Biometric Upload .‘

¢ Se|eCt ”Add Scanner” " Scanner Registration B

- Reports B

 Complete the form and select & vsorsetmg:

“Submit” 4 Help -

 Ensure that TCN Prefix is the & logout P
appropriate format (next

Slide) Add Scanner

 You will receive e-mail
notification when you are
able to submit a test file
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Scanner Registration & Testing

e TCN Prefix Format:

* <CAGE Code 1>#<Optional CAGE Code 2>#<Unique Printer
|dentifier>)

CAGE Code 1 = Your company’s CAGE Code or the CAGE
Code of your parent company

Optional CAGE Code 2 = Your branch’s CAGE Code or it can
be omitted

Unique Printer Identifier = Serial Number

The TCN Prefix must end with the “)” and each component
of the prefix must be separated by a “#.”

* Example: 8L667#XB373#201206111523)
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Scanner Registration & Testing

e Submit a test EFT within 60 days
of receiving approval to test
notification

e A test must be submitted before
official usage can begin

* |tis recommended that the test
be submitted within two weeks of
receiving approval to test

 Email the SWFT Coordinator
(dmdc.swft@mail.mil) after the
test file is submitted

e Wait for Approval for Production
notification or further instruction
from the SWFT Coordinator
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Delete Respond Quick Steps Move Tags Editing Zoom
From: [DODHRA DODC-MB DMDC Mailbox SWFT Sent:  Mon 10/06/2014 10:44 AM
To om
«
Subject  Scanmer Authorized for Testing - Serial # 05414

&

Good Afremoon Ms. [ I

Your equipment [l nas veen registered and is authorized for testing. Please save this e-mail for future reference. All scanmer neust

be tested in accordance with Section 5.0 EFT TEST PROCED URES of the Scanner Configuration and Registration Guide.

The Scamrer C Guide in the "Help” menu of SWFT application will provide instructions on the testing
process. The Scanner Configuration and Registration Guide wil also have ion on the Submitting Office Nunib
Office IdentifierT Payments and Collections (SON/SOITPAC) for your scanner. Please contact your software vendor

for instructions on how to generate your test files using your specific software.

Please note the following:

1. Once you have uploaded the test EFT in SWFT, send an email to the SWFT Coordinator at dmdc.swft@meil.mil and include the
TCN, serial number of the scanner, and the company name.

2. The TCN is a concatenation of the TCN pre ABC454001}] and the unique number for an EFT
generated by the scanning software. This is only an example of a TCN: ABCA5#001)0000000001.

0000000001] that is.

3. Each Cage Code in the TCN must be followed by '#' (pound sign without quotes). Unique Printer Identifier must be followed by /)"
(right parenthesis without quotes).

4. The printer identifier can be the scanner serial number or the serial number of the fingerprint card reader.

Please contact the SWET Coordinator at DMDC SWET@mail mil if there are additional questions pertaining to SWFT.

Thank you,
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Scanner Registration & Testing

* Re-registration and Re-testing
required if:

* Any part of the system is replaced
(workstation, scanner, or both)

» Software replacement or upgrade

Secure Web Fingerprint Transmission

* Equipment re-location outside of = A
the current building : ——

* Additional information can be
found on the PSA Website or in

the Configuration Guide, which
can be found in SWFT
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Reports

* Select the “Reports” button & ___fome P
- Advanced Search B

& “Account Management B

* Available Reports for All:

@ “Biometric Upload B

 Status by Date) Namel SSN " Scanner Registration E
e Discrepancy _Repore P

- User Settings E
* Archived Biometrics Status by Date, - Help -

Name, or SSN - Cogout -
* Available Reports for Org/Site

Admins:

* Scanner Registration Status by CAGE
Code or Hardware Vendor and Serial
Number

* Uploader Multi-Site Detail
* Uploader Multi-Site Summary
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Reports

 Archived Biometrics Status

* Confirm that the SON/SOI/IPAC for the eFP were entered
correctly

e Contact the SWFT Coordinator
* Discrepancy Report:

* Discrepancies between fields in the EFT and the e-QIP file will be
highlighted

e User’s responsibility to manually adjust the incorrect information
and resubmit

 EFTs that have an associated e-QIP are released to OPM every
30 minutes

e EFTs that do not match an e-QIP are released to OPM with a
24 hour delay
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Resources

Visit the PSA Website to Find Additional Resources:

e Newsletter

* PKI Frequently Asked Questions
 Release Notes
e General Announcements

* https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT

DoD approved PKI Vendors

Access, Registration, and Test Guide

PSSAR Sample, Instructions, and Checklist

DoD ECA approved vendors can be found here and approved
Non-Federal Issuers including all of the Category Il listed
providers here.
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https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+PSSAR+instructions+v6.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=PSSAR+Checklistv2.pdf
http://iase.disa.mil/pki/eca/
http://iase.disa.mil/pki-pke/interoperability/index.html
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf

Communication

* Technical Assistance/PSSAR Submissions/Account Information:
dmdc.contactcenter@mail.mil

 SWFT Coordinator/SWFT Program Manager:
dmdc.swit@mail.mil
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Demo
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Questions
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Backup
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Multi-Site Uploader Role

* Service Provider Acts with Limited Privileges on Behalf of
Another Company

* Serviced Company must be registered in SWFT and have their
own SWFT account

* PSSAR required to become a Multi-Site Uploader

* Serviced company obtains account to generate detailed
reports

* Service Provider is able to generate reports that identify the
date and number of EFTs uploaded for the purpose of billing
and accountability
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Multi-Site Uploader Role

* ONLY one Cage Code is able to be assigned to a Multi-Site
Uploader account

* Users with Multiple Cage Codes assigned to their accounts who
wish to have the Multi-Site Uploader role should request a
separate account

* Maintains full reporting capabilities through your existing account
with Multiple Cage Codes

* Allows you the ability to upload eFPs for any company in SWFT
through your separate Multi-Site Uploader account
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Smart Card Re-Registration

* PIV, PIV-Il, and ECA users will need their SWFT Login ID and a
Password to Re-Register their Smart Card

* |If you forgot your username, contact your Site or Organization
Administrator

* Login to SWFT to reset your password no more than 72 hours
BEFORE your certificate expires

* When you receive your new certificate (within 72 hours of
resetting your password), return to SWFT and register your Smart
Card

* CAC users will not need to Re-Register their Smart Cards

e Refer to Section 6.2 of the User Guide for more information
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Smart Card Re-Registration

To re-register a PIV, PIV-I or ECA Smart Card vou will need your SWFT Login ID and Password for the Smart Card Registration page.

Secure Web Fingerprint Transmission
(SWFT)

Eramo, Andrew - DMDC1 - Last login time: 03/11/2014 20:55 GMT

Example: xooc@company.com (must contain '@ and '.")

Example: 703.325.9999, 703-325-9999, (703) 325-9999 or
7033259999

Phone

RE-REGISTER PIV, PIV-I OR ECA SMART CARD

Create a new password using the fields below. The new password is only valid for 72 hours. After 72 hours you must create
another password.

IMPORTANT: Reset your SWFT password before your PIV or ECA Smart Card expires. If you forgot your Login ID, contact
your Account Manager.

Enter the SWFT URL and select the new Smart Card certificate.

You will be directed to the Smart Card Registration page, where you will enter your Login ID and Password.

Once SWFT validates your information, access to SWFT is granted.

Passwords in the SWFT system are complex and will expire in
72 hours. Passwords must be at least 15 characters,
containing at least two upper case characters, two lower
case characters, two digits, and two special characters.

New Passwordl

Verify New Password |

Change

RE-REGISTER CAC SMART CARD
To re-register a CAC Smart Card
» Enter the SWFT URL and select the Smart Card certificate. Once the certificate is validated; access to SWFT is
granted.
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Secure Web Fingerprint
Transmission (SWFT)
Webinar

January 2015
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Agenda

e Scanner Registration and Testing
* Reports

* Account Policies

* Resources and Communication

* Demo

* Q&A

Please mute your phones unless you are asking a question and do not use the hold feature
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Scanner Registration & Testing

- Home B

* Select the “Scanner {—avsnssasas

Registration” button 4 Account Management J#

‘_ Biometric Upload .‘

¢ Se|eCt ”Add Scanner” " Scanner Registration B

- Reports B

 Complete the form and select & vsorsetmg:

“Submit” 4 Help -

 Ensure that TCN Prefix is the & logout P
appropriate format (next

Slide) Add Scanner

 You will receive e-mail
notification when you are
able to submit a test file
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Scanner Registration & Testing

e TCN Prefix Format:

* <CAGE Code 1>#<Optional CAGE Code 2>#<Unique Printer
|dentifier>)

CAGE Code 1 = Your company’s CAGE Code or the CAGE
Code of your parent company

Optional CAGE Code 2 = Your branch’s CAGE Code or it can
be omitted

Unique Printer Identifier = Serial Number

The TCN Prefix must end with the “)” and each component
of the prefix must be separated by a “#.”

* Example: 8L667#XB373#201206111523)
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Scanner Registration & Testing

e Submit a test EFT within 60 days
of receiving approval to test
notification

e A test must be submitted before
official usage can begin

* |tis recommended that the test
be submitted within two weeks of
receiving approval to test

 Email the SWFT Coordinator
(dmdc.swft@mail.mil) after the
test file is submitted

e Wait for Approval for Production
notification or further instruction
from the SWFT Coordinator
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a £ Rules - 3 Mark Unrea 1% in ©
srore P () () Hhsstny L3 s e j 5 Rul DMorkUnread g B4 Find Q
e & ToMansger  |-|| " W OneNote | B Categorize - 2 Related -
- Delete | Reply Reply Forward B yore - Move Transtate Zoom
& Junk oy Reply Mo | reamEmail |7 | M 3 adions~ | ¥ FollowUp - | e Iy setect -
Delete Respond Quick Steps Move Tags Editing Zoom
From: [DODHRA DODC-MB DMDC Mailbox SWFT Sent:  Mon 10/06/2014 10:44 AM
To om
«
Subject  Scanmer Authorized for Testing - Serial # 05414

&

Good Afremoon Ms. [ I

Your equipment [l nas veen registered and is authorized for testing. Please save this e-mail for future reference. All scanmer neust

be tested in accordance with Section 5.0 EFT TEST PROCED URES of the Scanner Configuration and Registration Guide.

The Scamrer C Guide in the "Help” menu of SWFT application will provide instructions on the testing
process. The Scanner Configuration and Registration Guide wil also have ion on the Submitting Office Nunib
Office IdentifierT Payments and Collections (SON/SOITPAC) for your scanner. Please contact your software vendor

for instructions on how to generate your test files using your specific software.

Please note the following:

1. Once you have uploaded the test EFT in SWFT, send an email to the SWFT Coordinator at dmdc.swft@meil.mil and include the
TCN, serial number of the scanner, and the company name.

2. The TCN is a concatenation of the TCN pre ABC454001}] and the unique number for an EFT
generated by the scanning software. This is only an example of a TCN: ABCA5#001)0000000001.

0000000001] that is.

3. Each Cage Code in the TCN must be followed by '#' (pound sign without quotes). Unique Printer Identifier must be followed by /)"
(right parenthesis without quotes).

4. The printer identifier can be the scanner serial number or the serial number of the fingerprint card reader.

Please contact the SWET Coordinator at DMDC SWET@mail mil if there are additional questions pertaining to SWFT.

Thank you,

Serving Those Who Serve Our Country
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Scanner Registration & Testing

* Re-registration and Re-testing
required if:

* Any part of the system is replaced
(workstation, scanner, or both)

» Software replacement or upgrade

Secure Web Fingerprint Transmission

* Equipment re-location outside of = A
the current building : ——

* Additional information can be
found on the PSA Website or in

the Configuration Guide, which
can be found in SWFT
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Reports

* Select the “Reports” button & ___fome P
- Advanced Search B

& “Account Management B

* Available Reports for All:

@ “Biometric Upload B

 Status by Date) Namel SSN " Scanner Registration E
e Discrepancy _Repore P

- User Settings E
* Archived Biometrics Status by Date, - Help -

Name, or SSN - Cogout -
* Available Reports for Org/Site

Admins:

* Scanner Registration Status by CAGE
Code or Hardware Vendor and Serial
Number

* Uploader Multi-Site Detail
* Uploader Multi-Site Summary
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Reports

 Archived Biometrics Status

* Confirm that the SON/SOI/IPAC for the eFP were entered
correctly

e Contact the SWFT Coordinator
* Discrepancy Report:

* Discrepancies between fields in the EFT and the e-QIP file will be
highlighted

e User’s responsibility to manually adjust the incorrect information
and resubmit

 EFTs that have an associated e-QIP are released to OPM every
30 minutes

e EFTs that do not match an e-QIP are released to OPM with a
24 hour delay
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Account Policies

e Accounts are locked after 30 days of inactivity

* Site/Organization Admins can unlock accounts

 DMDC Contact Center can unlock Organization Admin accounts
e Accounts are deactivated after 45 days of inactivity

* Deactivated accounts are not able to be reactivated

* Deactivated users will require a new UserID to access SWFT,
which requires a new PSSAR to be submitted

* |tis recommended that users set a calendar reminder with a
25-28 day recurrence in order to avoid having their accounts
locked or deactivated

* Upcoming SWFT enhancement will provide automated email
messages to warn users in advance of account expiration.
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Resources

Visit the PSA Website to Find Additional Resources:

e Newsletter

* PKI Frequently Asked Questions
 Release Notes
e General Announcements

* https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT

DoD approved PKI Vendors

Access, Registration, and Test Guide

PSSAR Sample, Instructions, and Checklist

DoD ECA approved vendors can be found here and approved
Non-Federal Issuers including all of the Category Il listed
providers here.
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https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+PSSARexample.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+PSSAR+instructions+v6.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=PSSAR+Checklistv2.pdf
http://iase.disa.mil/pki/eca/
http://iase.disa.mil/pki-pke/interoperability/index.html
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf

Communication

* Technical Assistance/PSSAR Submissions/Account Information:
dmdc.contactcenter@mail.mil

 SWFT Coordinator/SWFT Program Manager:
dmdc.swit@mail.mil
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Demo
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Questions
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Backup
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Multi-Site Uploader Role

* Service Provider Acts with Limited Privileges on Behalf of
Another Company

* Serviced Company must be registered in SWFT and have their
own SWFT account

* PSSAR required to become a Multi-Site Uploader

* Serviced company obtains account to generate detailed
reports

* Service Provider is able to generate reports that identify the
date and number of EFTs uploaded for the purpose of billing
and accountability
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Multi-Site Uploader Role

* ONLY one Cage Code is able to be assigned to a Multi-Site
Uploader account

* Users with Multiple Cage Codes assigned to their accounts who
wish to have the Multi-Site Uploader role should request a
separate account

* Maintains full reporting capabilities through your existing account
with Multiple Cage Codes

* Allows you the ability to upload eFPs for any company in SWFT
through your separate Multi-Site Uploader account
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Smart Card Re-Registration

* PIV, PIV-Il, and ECA users will need their SWFT Login ID and a
Password to Re-Register their Smart Card

* |If you forgot your username, contact your Site or Organization
Administrator

* Login to SWFT to reset your password no more than 72 hours
BEFORE your certificate expires

* When you receive your new certificate (within 72 hours of
resetting your password), return to SWFT and register your Smart
Card

* CAC users will not need to Re-Register their Smart Cards

e Refer to Section 6.2 of the User Guide for more information
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Smart Card Re-Registration

To re-register a PIV, PIV-I or ECA Smart Card vou will need your SWFT Login ID and Password for the Smart Card Registration page.

Secure Web Fingerprint Transmission
(SWFT)

Eramo, Andrew - DMDC1 - Last login time: 03/11/2014 20:55 GMT

Example: xooc@company.com (must contain '@ and '.")

Example: 703.325.9999, 703-325-9999, (703) 325-9999 or
7033259999

Phone

RE-REGISTER PIV, PIV-I OR ECA SMART CARD

Create a new password using the fields below. The new password is only valid for 72 hours. After 72 hours you must create
another password.

IMPORTANT: Reset your SWFT password before your PIV or ECA Smart Card expires. If you forgot your Login ID, contact
your Account Manager.

Enter the SWFT URL and select the new Smart Card certificate.

You will be directed to the Smart Card Registration page, where you will enter your Login ID and Password.

Once SWFT validates your information, access to SWFT is granted.

Passwords in the SWFT system are complex and will expire in
72 hours. Passwords must be at least 15 characters,
containing at least two upper case characters, two lower
case characters, two digits, and two special characters.

New Passwordl

Verify New Password |

Change

RE-REGISTER CAC SMART CARD
To re-register a CAC Smart Card
» Enter the SWFT URL and select the Smart Card certificate. Once the certificate is validated; access to SWFT is
granted.
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Secure Web Fingerprint
Transmission (SWFT)
Webinar

December 2014
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Agenda

* Reports

* Multi-Site Uploader Role

* Account Policies

* Resources and Communication
* Demo

* Q&A

Please mute your phones unless you are asking a question and do not use the hold feature
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Reports

* Select the “Reports” button & ___fome P
- Advanced Search B

& “Account Management B

* Available Reports for All:

@ “Biometric Upload B

 Status by Date) Namel SSN " Scanner Registration E
e Discrepancy _Repore P

- User Settings E
* Archived Biometrics Status by Date, - Help -

Name, or SSN - Cogout -
* Available Reports for Org/Site

Admins:

* Scanner Registration Status by CAGE
Code or Hardware Vendor and Serial
Number

* Uploader Multi-Site Detail
* Uploader Multi-Site Summary
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Reports

 Archived Biometrics Status

* Confirm that the SON/SOI/IPAC for the eFP were entered
correctly

e Contact the SWFT Coordinator
* Discrepancy Report:

* Discrepancies between fields in the EFT and the e-QIP file will be
highlighted

e User’s responsibility to manually adjust the incorrect information
and resubmit

 EFTs that have an associated e-QIP are released to OPM every
30 minutes

e EFTs that do not match an e-QIP are released to OPM with a
24 hour delay
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Multi-Site Uploader Role

* Service Provider Acts with Limited Privileges on Behalf of
Another Company

* Serviced Company must be registered in SWFT and have their
own SWFT account

* PSSAR required to become a Multi-Site Uploader

* Serviced company obtains account to generate detailed
reports

* Service Provider is able to generate reports that identify the
date and number of EFTs uploaded for the purpose of billing
and accountability
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Multi-Site Uploader Role

* ONLY one Cage Code is able to be assigned to a Multi-Site
Uploader account

* Users with Multiple Cage Codes assigned to their accounts who
wish to have the Multi-Site Uploader role should request a
separate account

* Maintains full reporting capabilities through your existing account
with Multiple Cage Codes

* Allows you the ability to upload eFPs for any company in SWFT
through your separate Multi-Site Uploader account
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Account Policies

e Accounts are locked after 30 days of inactivity

* Site/Organization Admins can unlock accounts

 DMDC Contact Center can unlock Organization Admin accounts
e Accounts are deactivated after 45 days of inactivity

* Deactivated accounts are not able to be reactivated

* Deactivated users will require a new UserID to access SWFT,
which requires a new PSSAR to be submitted

* |tis recommended that users set a calendar reminder with a
25-28 day recurrence in order to avoid having their accounts
locked or deactivated
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Resources

Visit the PSA Website to Find Additional Resources:

e Newsletter

* PKI Frequently Asked Questions
 Release Notes
e General Announcements

* https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT

DoD approved PKI Vendors

Access, Registration, and Test Guide

PSSAR Sample, Instructions, and Checklist

DoD ECA approved vendors can be found here and approved
Non-Federal Issuers including all of the Category Il listed
providers here.
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Communication

* Technical Assistance/PSSAR Submissions/Account Information:
dmdc.contactcenter@mail.mil

 SWFT Coordinator/SWFT Program Manager:
dmdc.swit@mail.mil
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Demo
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Questions
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Backup
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Smart Card Re-Registration

* PIV, PIV-Il, and ECA users will need their SWFT Login ID and a
Password to Re-Register their Smart Card

* |If you forgot your username, contact your Site or Organization
Administrator

* Login to SWFT to reset your password no more than 72 hours
BEFORE your certificate expires

* When you receive your new certificate (within 72 hours of
resetting your password), return to SWFT and register your Smart
Card

* CAC users will not need to Re-Register their Smart Cards

e Refer to Section 6.2 of the User Guide for more information
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Smart Card Re-Registration

To re-register a PIV, PIV-I or ECA Smart Card vou will need your SWFT Login ID and Password for the Smart Card Registration page.

Secure Web Fingerprint Transmission
(SWFT)

Eramo, Andrew - DMDC1 - Last login time: 03/11/2014 20:55 GMT

Example: xooc@company.com (must contain '@ and '.")

Example: 703.325.9999, 703-325-9999, (703) 325-9999 or
7033259999

Phone

RE-REGISTER PIV, PIV-I OR ECA SMART CARD

Create a new password using the fields below. The new password is only valid for 72 hours. After 72 hours you must create
another password.

IMPORTANT: Reset your SWFT password before your PIV or ECA Smart Card expires. If you forgot your Login ID, contact
your Account Manager.

Enter the SWFT URL and select the new Smart Card certificate.

You will be directed to the Smart Card Registration page, where you will enter your Login ID and Password.

Once SWFT validates your information, access to SWFT is granted.

Passwords in the SWFT system are complex and will expire in
72 hours. Passwords must be at least 15 characters,
containing at least two upper case characters, two lower
case characters, two digits, and two special characters.

New Passwordl

Verify New Password |

Change

RE-REGISTER CAC SMART CARD
To re-register a CAC Smart Card
» Enter the SWFT URL and select the Smart Card certificate. Once the certificate is validated; access to SWFT is
granted.
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Scanner Registration & Testing

S
* Select the “Scanner & Advanced Search 8

Registration” button & ‘Account Management 8

@ ""“Biometric Upload B

¢ Se I eCt ”Ad d Sca nne r” ¥ “Scanner Registration

B Reports

\EaaregeTan
& Reports P
 Complete the form and select b -
\—osatngs—§
iy

User Settings

”SU bm it” . Help

* You will receive e-mail % Logout

notification when you are
able to submit a test file
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Scanner Registration & Testing

e Submit a test EFT within 60 days
of receiving approval to test
notification

e A test must be submitted before
official usage can begin

* |tis recommended that the test
be submitted within two weeks of
receiving approval to test

 Email the SWFT Coordinator
(dmdc.swft@mail.mil) after the
test file is submitted

e Wait for Approval for Production
notification or further instruction
from the SWFT Coordinator
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Delete Respond Quick Steps Move Tags Editing Zoom
From: [DODHRA DODC-MB DMDC Mailbox SWFT Sent:  Mon 10/06/2014 10:44 AM
To om
«
Subject  Scanmer Authorized for Testing - Serial # 05414

&

Good Afremoon Ms. [ I

Your equipment [l nas veen registered and is authorized for testing. Please save this e-mail for future reference. All scanmer neust

be tested in accordance with Section 5.0 EFT TEST PROCED URES of the Scanner Configuration and Registration Guide.

The Scamrer C Guide in the "Help” menu of SWFT application will provide instructions on the testing
process. The Scanner Configuration and Registration Guide wil also have ion on the Submitting Office Nunib
Office IdentifierT Payments and Collections (SON/SOITPAC) for your scanner. Please contact your software vendor

for instructions on how to generate your test files using your specific software.

Please note the following:

1. Once you have uploaded the test EFT in SWFT, send an email to the SWFT Coordinator at dmdc.swft@meil.mil and include the
TCN, serial number of the scanner, and the company name.

2. The TCN is a concatenation of the TCN pre ABC454001}] and the unique number for an EFT
generated by the scanning software. This is only an example of a TCN: ABCA5#001)0000000001.

0000000001] that is.

3. Each Cage Code in the TCN must be followed by '#' (pound sign without quotes). Unique Printer Identifier must be followed by /)"
(right parenthesis without quotes).

4. The printer identifier can be the scanner serial number or the serial number of the fingerprint card reader.

Please contact the SWET Coordinator at DMDC SWET@mail mil if there are additional questions pertaining to SWFT.

Thank you,

Serving Those Who Serve Our Country
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Scanner Registration & Testing

* Re-registration and Re-testing
required if:

* Any part of the system is replaced
(workstation, scanner, or both)

» Software replacement or upgrade

Secure Web Fingerprint Transmission

* Equipment re-location outside of = A
the current building : ——

* Additional information can be
found on the PSA Website or in

the Configuration Guide, which
can be found in SWFT
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Secure Web Fingerprint
Transmission (SWFT)
Webinar

November 2014
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Agenda

e Scanner Registration and Testing
* Multi-Site Uploader Role

* Reports

* Account Policies

* Resources and Communication

* Q&A

Please mute your phones unless you are asking a question and do not use the hold feature
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Scanner Registration & Testing

S
* Select the “Scanner & Advanced Search 8

Registration” button & ‘Account Management 8

@ ""“Biometric Upload B

¢ Se I eCt ”Ad d Sca nne r” ¥ “Scanner Registration

B Reports

\EaaregeTan
& Reports P
 Complete the form and select b -
\—osatngs—§
iy

User Settings

”SU bm it” . Help

* You will receive e-mail % Logout

notification when you are
able to submit a test file
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Scanner Registration & Testing

e Submit a test EFT within 60 days
of receiving approval to test
notification

e A test must be submitted before
official usage can begin

* |tis recommended that the test
be submitted within two weeks of
receiving approval to test

 Email the SWFT Coordinator
(dmdc.swft@mail.mil) after the
test file is submitted

e Wait for Approval for Production
notification or further instruction
from the SWFT Coordinator
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- Delete | Reply Reply Forward B yore - Move Transtate Zoom
& Junk oy Reply Mo | reamEmail |7 | M 3 adions~ | ¥ FollowUp - | e Iy setect -
Delete Respond Quick Steps Move Tags Editing Zoom
From: [DODHRA DODC-MB DMDC Mailbox SWFT Sent:  Mon 10/06/2014 10:44 AM
To om
«
Subject  Scanmer Authorized for Testing - Serial # 05414

&

Good Afremoon Ms. [ I

Your equipment [l nas veen registered and is authorized for testing. Please save this e-mail for future reference. All scanmer neust

be tested in accordance with Section 5.0 EFT TEST PROCED URES of the Scanner Configuration and Registration Guide.

The Scamrer C Guide in the "Help” menu of SWFT application will provide instructions on the testing
process. The Scanner Configuration and Registration Guide wil also have ion on the Submitting Office Nunib
Office IdentifierT Payments and Collections (SON/SOITPAC) for your scanner. Please contact your software vendor

for instructions on how to generate your test files using your specific software.

Please note the following:

1. Once you have uploaded the test EFT in SWFT, send an email to the SWFT Coordinator at dmdc.swft@meil.mil and include the
TCN, serial number of the scanner, and the company name.

2. The TCN is a concatenation of the TCN pre ABC454001}] and the unique number for an EFT
generated by the scanning software. This is only an example of a TCN: ABCA5#001)0000000001.

0000000001] that is.

3. Each Cage Code in the TCN must be followed by '#' (pound sign without quotes). Unique Printer Identifier must be followed by /)"
(right parenthesis without quotes).

4. The printer identifier can be the scanner serial number or the serial number of the fingerprint card reader.

Please contact the SWET Coordinator at DMDC SWET@mail mil if there are additional questions pertaining to SWFT.

Thank you,

Serving Those Who Serve Our Country
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Scanner Registration & Testing

* Re-registration and Re-testing
required if:

* Any part of the system is replaced
(workstation, scanner, or both)

» Software replacement or upgrade

Secure Web Fingerprint Transmission

* Equipment re-location outside of = A
the current building : ——

* Additional information can be
found on the PSA Website or in

the Configuration Guide, which
can be found in SWFT
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Multi-Site Uploader Role

* Service Provider Acts with Limited Privileges on Behalf of
Another Company

* Serviced Company must be registered in SWFT and have their
own SWFT account

* PSSAR required to become a Multi-Site Uploader

* Serviced company obtains account to generate detailed
reports

* Service Provider is able to generate reports that identify the
date and number of EFTs uploaded for the purpose of billing
and accountability
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Multi-Site Uploader Role

* ONLY one Cage Code is able to be assigned to a Multi-Site
Uploader account

* Users with Multiple Cage Codes assigned to their accounts who
wish to have the Multi-Site Uploader role should request a
separate account

* Maintains full reporting capabilities through your existing account
with Multiple Cage Codes

* Allows you the ability to upload eFPs for any company in SWFT
through your separate Multi-Site Uploader account
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Reports

* Select the “Reports” button & ___fome P
- Advanced Search B

& “Account Management B

* Available Reports for All:

@ “Biometric Upload B

 Status by Date) Namel SSN " Scanner Registration E
e Discrepancy _Repore P

- User Settings E
* Archived Biometrics Status by Date, - Help -

Name, or SSN - Cogout -
* Available Reports for Org/Site

Admins:

* Scanner Registration Status by CAGE
Code or Hardware Vendor and Serial
Number

* Uploader Multi-Site Detail
* Uploader Multi-Site Summary
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Reports

 Archived Biometrics Status

* Confirm that the SON/SOI/IPAC for the eFP were entered
correctly

e Contact the SWFT Coordinator
* Discrepancy Report:

* Discrepancies between fields in the EFT and the e-QIP file will be
highlighted

e User’s responsibility to manually adjust the incorrect information
and resubmit

 EFTs that have an associated e-QIP are released to OPM every
30 minutes

e EFTs that do not match an e-QIP are released to OPM with a
24 hour delay
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Account Policies

e Accounts are locked after 30 days of inactivity

* Site/Organization Admins can unlock accounts

 DMDC Contact Center can unlock Organization Admin accounts
e Accounts are deactivated after 45 days of inactivity

* Deactivated accounts are not able to be reactivated

* Deactivated users will require a new UserID to access SWFT,
which requires a new PSSAR to be submitted

* |tis recommended that users set a calendar reminder with a
25-28 day recurrence in order to avoid having their accounts
locked or deactivated

125 Serving Those Who Serve Our Country



Resources

Visit the PSA Website to Find Additional Resources:

e Newsletter

* PKI Frequently Asked Questions
 Release Notes
e General Announcements

* https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT

DoD approved PKI Vendors

Access, Registration, and Test Guide

PSSAR Sample, Instructions, and Checklist

DoD ECA approved vendors can be found here and approved
Non-Federal Issuers including all of the Category Il listed
providers here.

126 Serving Those Who Serve Our Country


https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT
https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf
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https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+PSSARexample.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+PSSAR+instructions+v6.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=PSSAR+Checklistv2.pdf
http://iase.disa.mil/pki/eca/
http://iase.disa.mil/pki-pke/interoperability/index.html
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf

Communication

* Technical Assistance/PSSAR Submissions/Account Information:
dmdc.contactcenter@mail.mil

 SWFT Coordinator/SWFT Program Manager:
dmdc.swit@mail.mil
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Questions
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Backup
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Smart Card Re-Registration

* PIV, PIV-Il, and ECA users will need their SWFT Login ID and a
Password to Re-Register their Smart Card

* |If you forgot your username, contact your Site or Organization
Administrator

* Login to SWFT to reset your password no more than 72 hours
BEFORE your certificate expires

* When you receive your new certificate (within 72 hours of
resetting your password), return to SWFT and register your Smart
Card

* CAC users will not need to Re-Register their Smart Cards

e Refer to Section 6.2 of the User Guide for more information
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Home
Biometric Upload
Repo
User Settings

Ep

User Settin

Smart Card Re-Registration

To re-register a PIV, PIV-I or ECA Smart Card vou will need your SWFT Login ID and Password for the Smart Card Registration page.

Secure Web Fingerprint Transmission
(SWFT)

Eramo, Andrew - DMDC1 - Last login time: 03/11/2014 20:55 GMT

Example: xooc@company.com (must contain '@ and '.")

Example: 703.325.9999, 703-325-9999, (703) 325-9999 or
7033259999

Phone

RE-REGISTER PIV, PIV-I OR ECA SMART CARD

Create a new password using the fields below. The new password is only valid for 72 hours. After 72 hours you must create
another password.

IMPORTANT: Reset your SWFT password before your PIV or ECA Smart Card expires. If you forgot your Login ID, contact
your Account Manager.

Enter the SWFT URL and select the new Smart Card certificate.

You will be directed to the Smart Card Registration page, where you will enter your Login ID and Password.

Once SWFT validates your information, access to SWFT is granted.

Passwords in the SWFT system are complex and will expire in
72 hours. Passwords must be at least 15 characters,
containing at least two upper case characters, two lower
case characters, two digits, and two special characters.

New Passwordl

Verify New Password |

Change

RE-REGISTER CAC SMART CARD
To re-register a CAC Smart Card
» Enter the SWFT URL and select the Smart Card certificate. Once the certificate is validated; access to SWFT is
granted.
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Secure Web Fingerprint
Transmission (SWFT)
Webinar

October 2014
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Agenda

e Scanner Registration and Testing
* Multi-Site Uploader Role

* Reports

* Account Policies

* Resources and Communication

* Q&A

Please mute your phones unless you are asking a question and do not use the hold feature
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Scanner Registration & Testing

S
* Select the “Scanner & Advanced Search 8

Registration” button & ‘Account Management 8

@ ""“Biometric Upload B

¢ Se I eCt ”Ad d Sca nne r” ¥ “Scanner Registration

B Reports

\EaaregeTan
& Reports P
 Complete the form and select b -
\—osatngs—§
iy

User Settings

”SU bm it” . Help

* You will receive e-mail % Logout

notification when you are
able to submit a test file
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Scanner Registration & Testing

e Submit a test EFT within 60 days
of receiving approval to test
notification

e A test must be submitted before
official usage can begin

* |tis recommended that the test
be submitted within two weeks of
receiving approval to test

 Email the SWFT Coordinator
(dmdc.swft@mail.mil) after the
test file is submitted

e Wait for Approval for Production
notification or further instruction
from the SWFT Coordinator
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Delete Respond Quick Steps Move Tags Editing Zoom
From: [DODHRA DODC-MB DMDC Mailbox SWFT Sent:  Mon 10/06/2014 10:44 AM
To om
«
Subject  Scanmer Authorized for Testing - Serial # 05414

&

Good Afremoon Ms. [ I

Your equipment [l nas veen registered and is authorized for testing. Please save this e-mail for future reference. All scanmer neust

be tested in accordance with Section 5.0 EFT TEST PROCED URES of the Scanner Configuration and Registration Guide.

The Scamrer C Guide in the "Help” menu of SWFT application will provide instructions on the testing
process. The Scanner Configuration and Registration Guide wil also have ion on the Submitting Office Nunib
Office IdentifierT Payments and Collections (SON/SOITPAC) for your scanner. Please contact your software vendor

for instructions on how to generate your test files using your specific software.

Please note the following:

1. Once you have uploaded the test EFT in SWFT, send an email to the SWFT Coordinator at dmdc.swft@meil.mil and include the
TCN, serial number of the scanner, and the company name.

2. The TCN is a concatenation of the TCN pre ABC454001}] and the unique number for an EFT
generated by the scanning software. This is only an example of a TCN: ABCA5#001)0000000001.

0000000001] that is.

3. Each Cage Code in the TCN must be followed by '#' (pound sign without quotes). Unique Printer Identifier must be followed by /)"
(right parenthesis without quotes).

4. The printer identifier can be the scanner serial number or the serial number of the fingerprint card reader.

Please contact the SWET Coordinator at DMDC SWET@mail mil if there are additional questions pertaining to SWFT.

Thank you,

Serving Those Who Serve Our Country
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Scanner Registration & Testing

* Re-registration and Re-testing
required if:

* Any part of the system is replaced
(workstation, scanner, or both)

» Software replacement or upgrade

Secure Web Fingerprint Transmission

* Equipment re-location outside of = A
the current building : ——

* Additional information can be
found on the PSA Website or in

the Configuration Guide, which
can be found in SWFT
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Multi-Site Uploader Role

* Service Provider Acts with Limited Privileges on Behalf of
Another Company

* Serviced Company must be registered in SWFT and have their
own SWFT account

* PSSAR required to become a Multi-Site Uploader

* Serviced company obtains account to generate detailed
reports

* Service Provider is able to generate reports that identify the
date and number of EFTs uploaded for the purpose of billing
and accountability
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Multi-Site Uploader Role

* ONLY one Cage Code is able to be assigned to a Multi-Site
Uploader account

* Users with Multiple Cage Codes assigned to their accounts who
wish to have the Multi-Site Uploader role should request a
separate account

* Maintains full reporting capabilities through your existing account
with Multiple Cage Codes

* Allows you the ability to upload eFPs for any company in SWFT
through your separate Multi-Site Uploader account
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Reports

* Select the “Reports” button & ___fome P
- Advanced Search B

& “Account Management B

* Available Reports for All:

@ “Biometric Upload B

 Status by Date) Namel SSN " Scanner Registration E
e Discrepancy _Repore P

- User Settings E
* Archived Biometrics Status by Date, - Help -

Name, or SSN - Cogout -
* Available Reports for Org/Site

Admins:

* Scanner Registration Status by CAGE
Code or Hardware Vendor and Serial
Number

* Uploader Multi-Site Detail
* Uploader Multi-Site Summary
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Reports

e Archived Biometrics Status

e Confirm that the SON/SOI/IPAC for the eFP were entered
correctly

e Contact the SWFT Coordinator
* Discrepancy Report:

* Discrepancies between fields in the EFT and the e-QIP file will be
highlighted

e User’s responsibility to manually adjust the incorrect information
and resubmit
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Account Policies

e Accounts are locked after 30 days of inactivity

* Site/Organization Admins can unlock accounts

 DMDC Contact Center can unlock Organization Admin accounts
e Accounts are deactivated after 45 days of inactivity

* Deactivated accounts are not able to be reactivated

* Deactivated users will require a new UserID to access SWFT,
which requires a new PSSAR to be submitted

* |tis recommended that users set a calendar reminder with a
25-28 day recurrence in order to avoid having their accounts
locked or deactivated
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Resources

Visit the PSA Website to Find Additional Resources:

e Newsletter

* PKI Frequently Asked Questions
 Release Notes
e General Announcements

* https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT

DoD approved PKI Vendors

Access, Registration, and Test Guide

PSSAR Sample, Instructions, and Checklist

DoD ECA approved vendors can be found here and approved
Non-Federal Issuers including all of the Category Il listed
providers here.
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https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+PSSAR+instructions+v6.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=PSSAR+Checklistv2.pdf
http://iase.disa.mil/pki/eca/
http://iase.disa.mil/pki-pke/interoperability/index.html
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf

Communication

* Technical Assistance/PSSAR Submissions/Account Information:
dmdc.contactcenter@mail.mil

 SWFT Coordinator/SWFT Program Manager:
dmdc.swit@mail.mil
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Questions
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Backup
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Smart Card Re-Registration

* PIV, PIV-Il, and ECA users will need their SWFT Login ID and a
Password to Re-Register their Smart Card

* |If you forgot your username, contact your Site or Organization
Administrator

* Login to SWFT to reset your password no more than 72 hours
BEFORE your certificate expires

* When you receive your new certificate (within 72 hours of
resetting your password), return to SWFT and register your Smart
Card

* CAC users will not need to Re-Register their Smart Cards

e Refer to Section 6.2 of the User Guide for more information
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Home
Biometric Upload
Repo
User Settings

Ep

User Settin

Smart Card Re-Registration

To re-register a PIV, PIV-I or ECA Smart Card vou will need your SWFT Login ID and Password for the Smart Card Registration page.

Secure Web Fingerprint Transmission
(SWFT)

Eramo, Andrew - DMDC1 - Last login time: 03/11/2014 20:55 GMT

Example: xooc@company.com (must contain '@ and '.")

Example: 703.325.9999, 703-325-9999, (703) 325-9999 or
7033259999

Phone

RE-REGISTER PIV, PIV-I OR ECA SMART CARD

Create a new password using the fields below. The new password is only valid for 72 hours. After 72 hours you must create
another password.

IMPORTANT: Reset your SWFT password before your PIV or ECA Smart Card expires. If you forgot your Login ID, contact
your Account Manager.

Enter the SWFT URL and select the new Smart Card certificate.

You will be directed to the Smart Card Registration page, where you will enter your Login ID and Password.

Once SWFT validates your information, access to SWFT is granted.

Passwords in the SWFT system are complex and will expire in
72 hours. Passwords must be at least 15 characters,
containing at least two upper case characters, two lower
case characters, two digits, and two special characters.

New Passwordl

Verify New Password |

Change

RE-REGISTER CAC SMART CARD
To re-register a CAC Smart Card
» Enter the SWFT URL and select the Smart Card certificate. Once the certificate is validated; access to SWFT is
granted.
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Secure Web Fingerprint
Transmission (SWFT)
Webinar

September 2014
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Agenda

Multi-Site Uploader Role

Reports

Account Policies

Resources and Communication
e Q&A

Please mute your phones unless you are asking a question and do not use the hold feature
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Multi-Site Uploader Role

* Service Provider Acts with Limited Privileges on Behalf of
Another Company

* Serviced Company must be registered in SWFT and have their
own SWFT account

* PSSAR required to become a Multi-Site Uploader

* Serviced company obtains account to generate detailed
reports

* Service Provider is able to generate reports that identify the
date and number of EFTs uploaded for the purpose of billing
and accountability
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Multi-Site Uploader Role

* ONLY one Cage Code is able to be assigned to a Multi-Site
Uploader account

* Users with Multiple Cage Codes assigned to their accounts who
wish to have the Multi-Site Uploader role should request a
separate account

* Maintains full reporting capabilities through your existing account
with Multiple Cage Codes

* Allows you the ability to upload eFPs for any company in SWFT
through your separate Multi-Site Uploader account
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Reports

* Select the “Reports” button & ___fome P
- Advanced Search B

& “Account Management B

* Available Reports for All:

@ “Biometric Upload B

 Status by Date) Namel SSN " Scanner Registration E
e Discrepancy _Repore P

- User Settings E
* Archived Biometrics Status by Date, - Help -

Name, or SSN - Cogout -
* Available Reports for Org/Site

Admins:

* Scanner Registration Status by CAGE
Code or Hardware Vendor and Serial
Number

* Uploader Multi-Site Detail
* Uploader Multi-Site Summary
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Reports

e Archived Biometrics Status

e Confirm that the SON/SOI/IPAC for the eFP were entered
correctly

e Contact the SWFT Coordinator
* Discrepancy Report:

* Discrepancies between fields in the EFT and the e-QIP file will be
highlighted

e User’s responsibility to manually adjust the incorrect information
and resubmit
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Account Policies

e Accounts are locked after 30 days of inactivity

* Site/Organization Admins can unlock accounts

 DMDC Contact Center can unlock Organization Admin accounts
e Accounts are deactivated after 45 days of inactivity

* Deactivated accounts are not able to be reactivated

* Deactivated users will require a new UserID to access SWFT,
which requires a new PSSAR to be submitted

* |tis recommended that users set a calendar reminder with a
25-28 day recurrence in order to avoid having their accounts
locked or deactivated
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Resources

Visit the PSA Website to Find Additional Resources:

e Newsletter

* PKI Frequently Asked Questions
 Release Notes
e General Announcements

* https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT

DoD approved PKI Vendors

Access, Registration, and Test Guide

PSSAR Sample, Instructions, and Checklist

DoD ECA approved vendors can be found here and approved
Non-Federal Issuers including all of the Category Il listed
providers here.
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https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+Access+Registration+and+Testing+Procedures+v2+0_FINAL.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+PSSARexample.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+PSSAR+instructions+v6.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=PSSAR+Checklistv2.pdf
http://iase.disa.mil/pki/eca/
http://iase.disa.mil/pki-pke/interoperability/index.html
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf

Communication

* Technical Assistance/PSSAR Submissions/Account Information:
dmdc.contactcenter@mail.mil

 SWFT Coordinator/SWFT Program Manager:
dmdc.swit@mail.mil

156 Serving Those Who Serve Our Country


mailto:dmdc.contactcenter@mail.mil
mailto:dmdc.swft@mail.mil

Questions

157 Serving Those Who Serve Our Country



Backup
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Smart Card Re-Registration

* PIV, PIV-Il, and ECA users will need their SWFT Login ID and a
Password to Re-Register their Smart Card

* |If you forgot your username, contact your Site or Organization
Administrator

* Login to SWFT to reset your password no more than 72 hours
BEFORE your certificate expires

* When you receive your new certificate (within 72 hours of
resetting your password), return to SWFT and register your Smart
Card

* CAC users will not need to Re-Register their Smart Cards

e Refer to Section 6.2 of the User Guide for more information
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Smart Card Re-Registration

To re-register a PIV, PIV-I or ECA Smart Card vou will need your SWFT Login ID and Password for the Smart Card Registration page.

Secure Web Fingerprint Transmission
(SWFT)

Eramo, Andrew - DMDC1 - Last login time: 03/11/2014 20:55 GMT

Example: xooc@company.com (must contain '@ and '.")

Example: 703.325.9999, 703-325-9999, (703) 325-9999 or
7033259999

Phone

RE-REGISTER PIV, PIV-I OR ECA SMART CARD

Create a new password using the fields below. The new password is only valid for 72 hours. After 72 hours you must create
another password.

IMPORTANT: Reset your SWFT password before your PIV or ECA Smart Card expires. If you forgot your Login ID, contact
your Account Manager.

Enter the SWFT URL and select the new Smart Card certificate.

You will be directed to the Smart Card Registration page, where you will enter your Login ID and Password.

Once SWFT validates your information, access to SWFT is granted.

Passwords in the SWFT system are complex and will expire in
72 hours. Passwords must be at least 15 characters,
containing at least two upper case characters, two lower
case characters, two digits, and two special characters.

New Passwordl

Verify New Password |

Change

RE-REGISTER CAC SMART CARD
To re-register a CAC Smart Card
» Enter the SWFT URL and select the Smart Card certificate. Once the certificate is validated; access to SWFT is
granted.
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Scanner Registration

S
* Select the “Scanner & Advanced Search 8

Registration” button & ‘Account Management 8

@ ""“Biometric Upload B

¢ Se I eCt ”Ad d Sca nne r” ¥ “Scanner Registration

- Reports

\EaaregeTan
& Reports P
 Complete the form and select b -
\—osatngs—§
iy

User Settings

”SU bm it” . Help

* You will receive e-mail % Logout

notification when you are
able to submit a test file
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Secure Web Fingerprint
Transmission (SWFT)
Webinar

July 2014
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Agenda

e Resources and Communication
c Q&A

Please mute your phones unless you are asking a question and do not use the hold feature
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Resources

Visit the PSA Website to Find Additional Resources:

e Newsletter

* PKI Frequently Asked Questions
 Release Notes
e General Announcements

* https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT

DoD approved PKI Vendors

Access, Registration, and Test Guide

PSSAR Sample, Instructions, and Checklist

DoD ECA approved vendors can be found here and approved
Non-Federal Issuers including all of the Category Il listed
providers here.

164 Serving Those Who Serve Our Country


https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT
https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+Access+Registration+and+Testing+Procedures+v2+0_FINAL.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+PSSARexample.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+PSSAR+instructions+v6.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=PSSAR+Checklistv2.pdf
http://iase.disa.mil/pki/eca/
http://iase.disa.mil/pki-pke/interoperability/index.html
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf

Communication

* Technical Assistance/PSSAR Submissions/Account Information:
dmdc.contactcenter@mail.mil

 SWFT Coordinator/SWFT Program Manager:
dmdc.swit@mail.mil
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Backup

167 Serving Those Who Serve Our Country



Smart Card Re-Registration

* PIV, PIV-Il, and ECA users will need their SWFT Login ID and a
Password to Re-Register their Smart Card

* |If you forgot your username, contact your Site or Organization
Administrator

* Login to SWFT to reset your password no more than 72 hours
BEFORE your certificate expires

* When you receive your new certificate (within 72 hours of
resetting your password), return to SWFT and register your Smart
Card

* CAC users will not need to Re-Register their Smart Cards

e Refer to Section 6.2 of the User Guide for more information
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Smart Card Re-Registration

To re-register a PIV, PIV-I or ECA Smart Card vou will need your SWFT Login ID and Password for the Smart Card Registration page.

Secure Web Fingerprint Transmission
(SWFT)

Eramo, Andrew - DMDC1 - Last login time: 03/11/2014 20:55 GMT

Example: xooc@company.com (must contain '@ and '.")

Example: 703.325.9999, 703-325-9999, (703) 325-9999 or
7033259999

Phone

RE-REGISTER PIV, PIV-I OR ECA SMART CARD

Create a new password using the fields below. The new password is only valid for 72 hours. After 72 hours you must create
another password.

IMPORTANT: Reset your SWFT password before your PIV or ECA Smart Card expires. If you forgot your Login ID, contact
your Account Manager.

Enter the SWFT URL and select the new Smart Card certificate.

You will be directed to the Smart Card Registration page, where you will enter your Login ID and Password.

Once SWFT validates your information, access to SWFT is granted.

Passwords in the SWFT system are complex and will expire in
72 hours. Passwords must be at least 15 characters,
containing at least two upper case characters, two lower
case characters, two digits, and two special characters.

New Passwordl

Verify New Password |

Change

RE-REGISTER CAC SMART CARD
To re-register a CAC Smart Card
» Enter the SWFT URL and select the Smart Card certificate. Once the certificate is validated; access to SWFT is
granted.
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Scanner Registration

S
* Select the “Scanner & Advanced Search 8

Registration” button & ‘Account Management 8

@ ""“Biometric Upload B

¢ Se I eCt ”Ad d Sca nne r” ¥ “Scanner Registration

- Reports

\EaaregeTan
& Reports P
 Complete the form and select b -
\—osatngs—§
iy

User Settings

”SU bm it” . Help

* You will receive e-mail % Logout

notification when you are
able to submit a test file
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* Site Administrator allows large companies to better manage
multiple sites by creating an additional layer of administration

Organization
Administrator

Upload EFT Yes
Run EFT Status Reports Yes
Create/Edit/Deactivate Site Yes
Add Users Yes
Edit Users Yes
Deactivate Users Yes
Set Passwords Yes
Scanner Registration Yes
Multiple Site Uploader Yes

171

Organization and Site

Administrator Roles
* Organization Administrator is typically the FSO

Site Administrator

Yes
Yes
No
Yes
Yes
Yes
Yes
No
Yes
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SWFT Naming Conventions

 The PSSAR Form is in the process of being updated. Until
it is revised, use the following conventions to request
accounts

User Account
PSSAR Form:

18. SECURE WEB FINGERPRINT TRANSMISSION (SWFT)
CAGE CODE(S):

USER D MULT. COMPANY UPLOADER D ACCOUNT MANAGER D EXECUTIVE ACCOUNT MANAGER D SWFT ADMINISTRATOR

Account Creation Page:

Permissions:

Upload EFT  [IMulti Site Uploader [1Site Administrator [ Edit User and Site  [13et User Permissions [ EditCompany [1SWFT Admin
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Organization and Site
Administrator Roles

* Organization/Site Administrators must receive and keep on file
a fully completed and validated PSSAR

* Must be signed by the Requestor, Nominating Official (must be
different from requestor), and Validating Official

* PSSARs must be kept on file until 6 months after the account is
deactivated
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Secure Web Fingerprint
Transmission (SWFT)
Webinar

June 2014
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Agenda

* Logging into SWFT

* Uploading EFTs

* Running Reports

* Account Management
* Scanner Registration
* Resources

* Q&A

Please mute your phones unless you are asking a question and do not use the hold feature
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Logging Into SWFT for the First
Time - Certificate Registration

N
Windows Security S

e Select the Certificate and Enter PIN CriGeSoet st

| CARD.TEST.2001374470
[ Issuer: DOD OM CA-26
Valid From: 3/21/2011 to 3/21/2014

* Enter Login ID and Password on the A B
Smart Card Registration screen

. . rw-ndows ecurt |
* Login ID and Password received ‘i : f” l'—'%
Microsoft Smart Card Provider

from Org Admin, Site Admin, or
Contact Center > =

——-J g‘ ngAE'hgvg for more information

e Password for registration is only
valid for 72 hours

i; 0K ~| Cancel |

Smart Card Registration

- When registering a Smart card, a PIN number is used for authentication and accessing SWFT. Once your Smart card is registered then all associated Login ID(s) and password(s) are disabled and cannot be used to access SWFT.

ings and reset your password if you need to re-register a Smart card, or register additional Smart cards. If you have forgotten your Login ID, contact your Organization Administrator.
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Logging Into SWFT

-
Windows Security S

Certificate Select
Select a certificate from the following list For login SWFT

* Select the registered Certificate and Enter 3 GeorssTaun o
PIN ek

* Acknowledge the DoD Notice and Consent

Click here to view certificate prope...

[ Ydeows Security éf
e Users with multiple accounts (ie: Multi- (T |

Site Uploaders, Org Admins) will need to
select the desired account U 2

* Select the Desired Site, if your account has -
multiple CAGE codes assigned —

Account Selection

Selet L 10 Raleli} gy
. e Ui 8 e and Se ey e——
SWFT LOGIN I AT, b S, 8 G, T o, o e, Mo o [—
Please read the following and check the checkbox for acknowledgement.

DOD NOTICE AND CONSENT BANNER

You are accessing a U.S. Govemnment (USG) Information System (IS) that is provided for USG-authorized use only.

By using this IS {which indludes any device attached to this IS), you consent to the following conditions:

- The USG routinaly ntercepts and moritors communications onthis IS for purposes induing, Ut ot it to, penetration testing, COMSEC moritoing, network operations and
defense, personnel misconduct (PM), law 1)

- At any time, the USG may inspect and seize data stored on this IS.

Site Selection

- Communications using, or data stored on, this IS are not private, are subjed: to routine monitoring, interception, and search, and may be disdosed or used for any USG-
authorized purpose.

- This 15 indludes security measures (e.g., authentication and access contrals) to protect UISG interests—not for your personal benefit or privacy.
- Notwithstanding the above, using this IS does not constitute consent to PM, LE or Cl investigative searching or monitoring of the content of privileged communications, or work

product, related to personal representation or services by attomeys, psychotherapists, or dergy, and their assistants. Such communications and work product are private and
confidential

f : . -
5. Department o Defense is commited to making s slectroni and iformation technologes accessible to indiiduals with dissbiies in accordance Wit Section 05.of the Select Site Location: DMDC
Ehab\\rtatmn Act (28 U.S.C. § 794d), 3s smended in 1998, Send feedback or concems ed to the accessibility of this website to: DoDSection5082osd.mil. For more

information about Section 508, please visit the DoD Section 508 website. Lastuudatsd usma,‘zmz

East Coast

Set Current 23! c'ﬂ)’

[ T acknowledge and accept the above access statement.
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Smart Card Re-Registration

* Register your new PK certificate after the old expired

* PIV, PIV-l, and ECA users will need their SWFT Login ID and a
Password to Re-Register their Smart Card

e Users can reset their temporary password themselves if done
before their old certificate expired

* If you forgot your username, contact your Site or Organization
Administrator

* Login to SWFT to reset your password no more than 72 hours
BEFORE your certificate expires

* When you receive your new certificate (within 72 hours of
resetting your password), return to SWFT and register your Smart
Card with your username and temporary password

* CAC users will not need to Re-Register their Smart Cards
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Smart Card Re-Registration

To re-register a PIV, PIV-I or ECA Smart Card vou will need your SWFT Login ID and Password for the Smart Card Registration page.

Secure Web Fingerprint Transmission
(SWFT)

Eramo, Andrew - DMDC1 - Last login time: 03/11/2014 20:55 GMT

Example: xooc@company.com (must contain '@ and '.")

Example: 703.325.9999, 703-325-9999, (703) 325-9999 or
7033259999

Phone

RE-REGISTER PIV, PIV-I OR ECA SMART CARD

Create a new password using the fields below. The new password is only valid for 72 hours. After 72 hours you must create
another password.

IMPORTANT: Reset your SWFT password before your PIV or ECA Smart Card expires. If you forgot your Login ID, contact
your Account Manager.

Enter the SWFT URL and select the new Smart Card certificate.

You will be directed to the Smart Card Registration page, where you will enter your Login ID and Password.

Once SWFT validates your information, access to SWFT is granted.

Passwords in the SWFT system are complex and will expire in
72 hours. Passwords must be at least 15 characters,
containing at least two upper case characters, two lower
case characters, two digits, and two special characters.

New Passwordl

Verify New Password |

Change

RE-REGISTER CAC SMART CARD
To re-register a CAC Smart Card
» Enter the SWFT URL and select the Smart Card certificate. Once the certificate is validated; access to SWFT is
granted.
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Uploading EFTs

i Homs - * Select “Biometric Upload”
'. Advanced Search .

D pr——— * Browse for the desired
Biometric Upload flnge rp rlnt flle

. Scanner Registration

P m— . e Selecting multiple files will

4 Usersettings 8 import multiple files at once

- Help

. Logout

Biometric Uploader

| Add |
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Uploading EFTs

Se|ect ”BFOWSGH Biometric Uploader (1 file in queue)

Add

. EFT_Fife-Barney.EFT (1.05MB) B8
Browse for the desired | |

fingerprint file
Select “Add”

Add

-
Select ”PreV|eW" Fiengme _____ size  lupoadStatus | | | |

EFT_Fife-Barney EFT 1071500 | Preview || Remove H Remove All |

oWSs!

Field Type 1
Logical Record Length: 134

Confirm that all information
is correct ElsConrt Y008 |

Subject Date Captured: 6/17/2010
Destination Agency Identifier: WVIAFIS0Z

Originating Agency Identifier: USOPMO00Z

Subject TCN: 2000013
Native Scanning Resolution: 1963
o 7] Nominal Transmitting Resolution: 19.69
elect 04 at the e 1

Logical Record Length: 253

Image Designation Character: 0

Retention Code: N
Subject SSN: 123-45-6654
Subject Last Name: FIFE
Subject First Name: BARNEY
Subject Middle Name:

Subject Place of Birth: NC

Subject DOB: 9/25/1963
Sex: M

g
Add Color Eyes: BRO
e Hair Color: BLK
Reason Fingerprinted: CLEARANCE
Date Printed: 20100617

| see  Upbadstaws | | | | Image Capture Equipment: EpsonV700123456
1071509 Preview ||| Remove Remove All CRI: 346W DD03 DSS-IND

1071479 Upload failed

Upload Status: For Official Use Only (FOUO)

Please check biometric input file for valid content.

1071473
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Uploading EFTs

* |f you see an error indicator, select
the “?” button
e Correctinthe EFT

the field that is
identified in the Error Window

e Re-Load the corrected EFT file

a View Error Messages -- Webpage Dial... [ﬂ

|'@ https://switpki-ct.dmdec.mil/ErrorUpload.aspx ﬁ|

EFT Errors:
- Missing/Bad DOB (EBTS Field #: 2.022) | |

= |
-

- Missing Image Capture Equipment (EBTS Field # 2.067)

Close
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Running Reports

* Select the “Reports” button & ___fome P
-' Advanced Search B
¢ Ava||ab|e RepOFtS fOf‘ A”' . Account Management B

@ “Biometric Upload B
 Status by Date, Name, SSN { e wegErat )

* Discrepancy __Reports P

. User Settings B
* Archived Biometrics Status by Date, - Help -

Name, or SSN - Cogout -
* Available Reports for Org/Site

Admins:

* Scanner Registration Status by CAGE
Code or Hardware Vendor and Serial
Number

* Uploader Multi-Site Detail
* Uploader Multi-Site Summary
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Account Management

* Select the “Account - Home -
Management” button 4 Advancedsearch _J#

.' Account Management B
* You will be brought to the & Biometric Upload [

HU se rsn Page ‘. Scanner Registration B
.‘ Reports B
* Select “Create New” at the & Usersettings 9

bottom of the page, or Select | S R—
“Sites” to create a new site =

= Home B2 Users y | Sites

Users for Defense Manpower Data Center

Create Mew
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Scanner Registration

S
* Select the “Scanner & Advanced Search 8

Registration” button & ‘Account Management 8

@ ""“Biometric Upload B

¢ Se I eCt ”Ad d Sca nne r” ¥ “Scanner Registration

- Reports

\EaaregeTan
& Reports P
 Complete the form and select b -
\—osatngs—§
iy

User Settings

”SU bm it” . Help

* You will receive e-mail % Logout

notification when you are
able to submit a test file
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Resources

Visit the PSA Website to find additional reference resources:

* Newsletter

* Frequently Asked Questions and PKI Frequently Asked Questions
* Release Notes

* General Announcements

* https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT

DoD ECA approved vendors can be found here and approved
Non-Federal Issuers including all of the Category Il listed
providers here.

DoD approved PKI Vendors

Access, Registration, and Test Guide
PSSAR Sample, Instructions, and Checklist
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https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT
https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT
http://iase.disa.mil/pki/eca/
http://iase.disa.mil/pki-pke/interoperability/index.html
http://iase.disa.mil/pki-pke/interoperability/index.html
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+Access+Registration+and+Testing+Procedures+v2+0_FINAL.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+PSSARexample.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+PSSAR+instructions+v6.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=PSSAR+Checklistv2.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf

Questions
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Backup
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* Site Administrator allows large companies to better manage
multiple sites by creating an additional layer of administration

Organization
Administrator

Upload EFT Yes
Run EFT Status Reports Yes
Create/Edit/Deactivate Site Yes
Add Users Yes
Edit Users Yes
Deactivate Users Yes
Set Passwords Yes
Scanner Registration Yes
Multiple Site Uploader Yes
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Organization and Site

Administrator Roles
* Organization Administrator is typically the FSO

Site Administrator

Yes
Yes
No
Yes
Yes
Yes
Yes
No
Yes
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SWFT Naming Conventions

* As of April 15, 2014, SWFT changed the naming convention of

the roles
User User
Site Administrator N/A
Organization Administrator Account Manager

Multi-Site Uploader Multi-Company Uploader

NOTE: The Executive Administrator and SWFT Administrator Roles are for internal DMDC use only, and will not
apply to the majority of users.
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SWFT Account Terminology

Organization Administrator (formerly Account Manager)
How to Request on the PSSAR Form (submitted to Contact Center):

’13. SECURE WEB FINGERPRINT TRANSMISSION (SWFT) |

CAGE CODE(S):
D USER D MULT. COMPANY UPLOADER [ ACCOUNT MANAGER D EXECUTIVE ACCOUNT MANAGER D SWFT ADMINISTRATOR

Site Administrator
How to Request on the PSSAR Form (submitted to Organization Admin):

| 18. SECURE WEB FINGERPRINT TRANSMISSION (SWFT
CAGE CODE{S]I OTHER: SITE ADMINISTRATOR

D USER D MULT COMPANY UPLOADER D ACCOUNT MANAGER D EXECUTIVE ACCOUNT MANAGER D SWET ADMINISTRATOR

How to Create on the Account Creation Page:

Permissions:
M Upload EFT  [IMulti Site Uploader W] Site Administrator []Edit Userand Site  [1Set User Permissions  [1Edit Company [1SWFT Admin

* Do NOT check “Site Administrator” on an Organization Administrator
Account — This will reduce your account’s functionality
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SWFT Naming Conventions

 The PSSAR Form is in the process of being updated. Until
it is revised, use the following conventions to request
accounts

User Account
PSSAR Form:

18. SECURE WEB FINGERPRINT TRANSMISSION (SWFT)
CAGE CODE(S):

USER D MULT. COMPANY UPLOADER D ACCOUNT MANAGER D EXECUTIVE ACCOUNT MANAGER D SWFT ADMINISTRATOR

Account Creation Page:

Permissions:

Upload EFT  [IMulti Site Uploader [1Site Administrator [ Edit User and Site  [13et User Permissions [ EditCompany [1SWFT Admin
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SWFT Naming Conventions

Multi-Site Uploader
How to Request on the PSSAR Form:

|18. SECURE WEB FINGERPRINT TRANSMISSION (SWFT) I

CAGE CODE(S):
USER MULT. COMPANY UPLOADER D ACCOUNT MANAGER D EXECUTIVE ACCOUNT MANAGER D SWFET ADMINISTRATOR

* If your company has not been given a Multi-Site Uploader
Account previously, a PSSAR will need to be submitted to the

Contact Center to have the permission granted to your
company.

If your company has Multi-Site Uploader enabled, select the
following:

How to Create on the Account Creation Page:

Permissions:
M Upload EFT  MIMulti Site Uploader  []Site Administrator []Edit User and Site  []1Set User Permissions [ Edit Company [1SWFT Admin
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Organization and Site
Administrator Roles

* Organization/Site Administrators must receive and keep on file
a fully completed and validated PSSAR

* Must be signed by the Requestor, Nominating Official (must be
different from requestor), and Validating Official

* PSSARs must be kept on file until 6 months after the account is
deactivated
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Secure Web Fingerprint
Transmission (SWFT)
Webinar

May 2014
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Agenda

* SWFT Role Naming Convention Changes
* Organization and Site Administrator Roles

* Resources

Please mute your phones unless you are asking a question and do not use the hold feature
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SWFT Naming Conventions

* As of April 15, 2014, SWFT changed the naming convention of

the roles
User User
Site Administrator N/A
Organization Administrator Account Manager

Multi-Site Uploader Multi-Company Uploader

NOTE: The Executive Administrator and SWFT Administrator Roles are for internal DMDC use only, and will not
apply to the majority of users.
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SWFT Account Terminology

Organization Administrator (formerly Account Manager)
How to Request on the PSSAR Form (submitted to Contact Center):

’13. SECURE WEB FINGERPRINT TRANSMISSION (SWFT) |

CAGE CODE(S):
D USER D MULT. COMPANY UPLOADER [ ACCOUNT MANAGER D EXECUTIVE ACCOUNT MANAGER D SWFT ADMINISTRATOR

Site Administrator
How to Request on the PSSAR Form (submitted to Organization Admin):

| 18. SECURE WEB FINGERPRINT TRANSMISSION (SWFT
CAGE CODE{S]I OTHER: SITE ADMINISTRATOR

D USER D MULT COMPANY UPLOADER D ACCOUNT MANAGER D EXECUTIVE ACCOUNT MANAGER D SWET ADMINISTRATOR

How to Create on the Account Creation Page:

Permissions:
M Upload EFT  [IMulti Site Uploader W] Site Administrator []Edit Userand Site  [1Set User Permissions  [1Edit Company [1SWFT Admin

* Do NOT check “Site Administrator” on an Organization Administrator
Account — This will reduce your account’s functionality
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SWFT Naming Conventions

Multi-Site Uploader
How to Request on the PSSAR Form:

|18. SECURE WEB FINGERPRINT TRANSMISSION (SWFT) I

CAGE CODE(S):
USER MULT. COMPANY UPLOADER D ACCOUNT MANAGER D EXECUTIVE ACCOUNT MANAGER D SWFET ADMINISTRATOR

* If your company has not been given a Multi-Site Uploader
Account previously, a PSSAR will need to be submitted to the

Contact Center to have the permission granted to your
company.

If your company has Multi-Site Uploader enabled, select the
following:

How to Create on the Account Creation Page:

Permissions:
M Upload EFT  MIMulti Site Uploader  []Site Administrator []Edit User and Site  []1Set User Permissions [ Edit Company [1SWFT Admin
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* Site Administrator allows large companies to better manage
multiple sites by creating an additional layer of administration

Organization
Administrator

Upload EFT Yes
Run EFT Status Reports Yes
Create/Edit/Deactivate Site Yes
Add Users Yes
Edit Users Yes
Deactivate Users Yes
Set Passwords Yes
Scanner Registration Yes
Multiple Site Uploader Yes

200

Organization and Site

Administrator Roles
* Organization Administrator is typically the FSO

Site Administrator

Yes
Yes
No
Yes
Yes
Yes
Yes
No
Yes
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Organization and Site
Administrator Roles

* Organization/Site Administrators must receive and keep on file
a fully completed and validated PSSAR

* Must be signed by the Requestor, Nominating Official (must be
different from requestor), and Validating Official

* PSSARs must be kept on file until 6 months after the account is
deactivated
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Resources

Visit the PSA Website to Find Additional Resources:

e Newsletter

* PKI Frequently Asked Questions
 Release Notes
e General Announcements

* https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT

DoD ECA approved vendors can be found here and approved
Non-Federal Issuers including all of the Category Il listed
providers here.

DoD approved PKI Vendors

Access, Registration, and Test Guide
PSSAR Sample, Instructions, and Checklist
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https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT
https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT
http://iase.disa.mil/pki/eca/
http://iase.disa.mil/pki-pke/interoperability/index.html
http://iase.disa.mil/pki-pke/interoperability/index.html
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+Access+Registration+and+Testing+Procedures+v2+0_FINAL.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+PSSARexample.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+PSSAR+instructions+v6.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=PSSAR+Checklistv2.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf
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Backup
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Smart Card Re-Registration

* PIV, PIV-Il, and ECA users will need their SWFT Login ID and a
Password to Re-Register their Smart Card

* |If you forgot your username, contact your Site or Organization
Administrator

* Login to SWFT to reset your password no more than 72 hours
BEFORE your certificate expires

* When you receive your new certificate (within 72 hours of
resetting your password), return to SWFT and register your Smart
Card

* CAC users will not need to Re-Register their Smart Cards
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Smart Card Re-Registration

To re-register a PIV, PIV-I or ECA Smart Card vou will need your SWFT Login ID and Password for the Smart Card Registration page.

Secure Web Fingerprint Transmission
(SWFT)

Eramo, Andrew - DMDC1 - Last login time: 03/11/2014 20:55 GMT

Example: xooc@company.com (must contain '@ and '.")

Example: 703.325.9999, 703-325-9999, (703) 325-9999 or
7033259999

Phone

RE-REGISTER PIV, PIV-I OR ECA SMART CARD

Create a new password using the fields below. The new password is only valid for 72 hours. After 72 hours you must create
another password.

IMPORTANT: Reset your SWFT password before your PIV or ECA Smart Card expires. If you forgot your Login ID, contact
your Account Manager.

Enter the SWFT URL and select the new Smart Card certificate.

You will be directed to the Smart Card Registration page, where you will enter your Login ID and Password.

Once SWFT validates your information, access to SWFT is granted.

Passwords in the SWFT system are complex and will expire in
72 hours. Passwords must be at least 15 characters,
containing at least two upper case characters, two lower
case characters, two digits, and two special characters.

New Passwordl

Verify New Password |

Change

RE-REGISTER CAC SMART CARD
To re-register a CAC Smart Card
» Enter the SWFT URL and select the Smart Card certificate. Once the certificate is validated; access to SWFT is
granted.
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SWFT Naming Conventions

 The PSSAR Form is in the process of being updated. Until
it is revised, use the following conventions to request
accounts

User Account
PSSAR Form:

18. SECURE WEB FINGERPRINT TRANSMISSION (SWFT)
CAGE CODE(S):

USER D MULT. COMPANY UPLOADER D ACCOUNT MANAGER D EXECUTIVE ACCOUNT MANAGER D SWFT ADMINISTRATOR

Account Creation Page:

Permissions:

Upload EFT  [IMulti Site Uploader [1Site Administrator [ Edit User and Site  [13et User Permissions [ EditCompany [1SWFT Admin
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Secure Web Fingerprint
Transmission (SWFT)
Webinar

April 2014
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Agenda

 SWFT Naming Convention Changes
* Organization and Site Administrator Roles

* Resources

Please mute your phones unless you are asking a question
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SWFT Naming Conventions

* As of April 15, 2014, SWFT changed the naming convention of

the roles
User User
Site Administrator N/A
Organization Administrator Account Manager

Multi-Site Uploader Multi-Company Uploader

NOTE: The Executive Administrator and SWFT Administrator Roles are for internal DMDC use only, and will not
apply to the majority of users.
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SWFT Naming Conventions

 The PSSAR Form is in the process of being updated. Until
it is revised, use the following conventions to request
accounts

User Account
PSSAR Form:

18. SECURE WEB FINGERPRINT TRANSMISSION (SWFT)
CAGE CODE(S):

USER D MULT. COMPANY UPLOADER D ACCOUNT MANAGER D EXECUTIVE ACCOUNT MANAGER D SWFT ADMINISTRATOR

Account Creation Page:

Permissions:

Upload EFT  [IMulti Site Uploader [1Site Administrator [ Edit User and Site  [13et User Permissions [ EditCompany [1SWFT Admin
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SWFT Account Terminology

Site Administrator

PSSAR Form:

18. SECURE WEB FINGERPRINT TRANSMISSION (SWFT)
CAGE CODE(S): OTHER: SITE ADMINISTRATOR

D USER D MULT. COMPANY UPLOADER D ACCOUNT MANAGER D EXECUTIVE ACCOUNT MANAGER D SWFT ADMINISTRATOR

Account Creation Page:

Permissions:
M Upload EFT  [Multi Site Uploader ¥ Site Administrator ] Edit Userand Site  []1Set User Permissions  [1Edit Company [1SWFT Admin

Organization Administrator
PSSAR Form:

’18. SECURE WEB FINGERPRINT TRANSMISSION (SWFT) |

CAGE CODE(S):
D USER D MULT. COMPANY UPLOADER [ ACCOUNT MANAGER D EXECUTIVE ACCOUNT MANAGER D SWFT ADMINISTRATOR
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SWFT Naming Conventions

Multi-Site Uploader
PSSAR Form:

18. SECURE WEB FINGERPRINT TRANSMISSION (SWFT) '
CAGE CODE(S):
@ USER @ MULT. COMPANY UPLOADER D ACCOUNT MANAGER D EXECUTIVE ACCOUNT MANAGER D SWFT ADMINISTRATOR

Account Creation Page:

Permissions:
M Upload EFT  WMIMulti Site Uploader [ Site Administrator  [IEdit User and Site  []Set User Permissions [ Edit Company [JSWFT Admin

* An announcement will be posted on the PSA website when the
PSSAR is updated.
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Organization and Site

Administrator Roles
* Organization Administrator is typically the FSO

e Site Administrator allows users in companies with multiple
locations to manage CAGE codes that are assigned to them

Organization Site Administrator
Administrator

Upload EFT Yes Yes
Run EFT Status Reports Yes Yes
Create/Edit/Deactivate Site Yes No
Add Users Yes Yes
Edit Users Yes Yes
Deactivate Users Yes Yes
Set Passwords Yes Yes
Scanner Registration Yes No
Multiple Site Uploader Yes Yes
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Organization and Site
Administrator Roles

* Organization/Site Administrators must receive and keep on file
a fully completed PSSAR

* Must be signed by the Requestor, Nominating Official (must be
different from requestor), and Validating Official

* PSSARs must be kept on file until 6 months after the account is
deactivated
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Smart Card Re-Registration

* PIV, PIV-Il, and ECA users will need their SWFT Login ID and a
Password to Re-Register their Smart Card

* |If you forgot your username, contact your Site or Organization
Administrator

* Login to SWFT to reset your password no more than 72 hours
BEFORE your certificate expires

* When you receive your new certificate (within 72 hours of
resetting your password), return to SWFT and register your Smart
Card

* CAC users will not need to Re-Register their Smart Cards
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Smart Card Re-Registration

To re-register a PIV, PIV-I or ECA Smart Card vou will need your SWFT Login ID and Password for the Smart Card Registration page.

Secure Web Fingerprint Transmission
(SWFT)

Eramo, Andrew - DMDC1 - Last login time: 03/11/2014 20:55 GMT

Example: xooc@company.com (must contain '@ and '.")

Example: 703.325.9999, 703-325-9999, (703) 325-9999 or
7033259999

Phone

RE-REGISTER PIV, PIV-I OR ECA SMART CARD

Create a new password using the fields below. The new password is only valid for 72 hours. After 72 hours you must create
another password.

IMPORTANT: Reset your SWFT password before your PIV or ECA Smart Card expires. If you forgot your Login ID, contact
your Account Manager.

Enter the SWFT URL and select the new Smart Card certificate.

You will be directed to the Smart Card Registration page, where you will enter your Login ID and Password.

Once SWFT validates your information, access to SWFT is granted.

Passwords in the SWFT system are complex and will expire in
72 hours. Passwords must be at least 15 characters,
containing at least two upper case characters, two lower
case characters, two digits, and two special characters.

New Passwordl

Verify New Password |

Change

RE-REGISTER CAC SMART CARD
To re-register a CAC Smart Card
» Enter the SWFT URL and select the Smart Card certificate. Once the certificate is validated; access to SWFT is
granted.
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Resources

Visit the PSA Website to Find Additional Resources:

e Newsletter

* PKI Frequently Asked Questions
 Release Notes
e General Announcements

* https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT

DoD ECA approved vendors can be found here and approved
Non-Federal Issuers including all of the Category Il listed
providers here.

DoD approved PKI Vendors

Access, Registration, and Test Guide
PSSAR Sample, Instructions, and Checklist
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https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT
https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT
http://iase.disa.mil/pki/eca/
http://iase.disa.mil/pki-pke/interoperability/index.html
http://iase.disa.mil/pki-pke/interoperability/index.html
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+Access+Registration+and+Testing+Procedures+v2+0_FINAL.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+PSSARexample.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+PSSAR+instructions+v6.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=PSSAR+Checklistv2.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf

Questions
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Secure Web Fingerprint
Transmission (SWFT)
Webinar

March 2014
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Agenda

PK-Enabling Update

Smart Card Re-registration
PK-Enabling Q&A

Resources

Discussion of other topics, as time allows
* Matching .EFT file with e-QIP file
e Third Party Provider Options

Please submit questions using the chat feature
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PK-Enabling Update

Login with Log ID and Password will be discontinued with
Release 5.2

e Scheduled for March 14, 2014

e All users will need a Medium Hardware Assurance Certificate on a
Smart Card or a Medium Token Assurance Certificate on a USB
Token after March 14, 2014

Less than 1 week left for Username and Password Login

* If you can access JPAS, you are able to access SWFT with the
same PK credentials

PKI FAQs and Test Procedures are available on SWFT
Homepage
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https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT_PKI_FAQs_Phase+II+FINAL.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT_PKI_Test+Instructions.pdf
https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT

What the Changes Mean

 JPAS Users:

 Will be able to use the same credential that is used for JPAS
access

* Non-JPAS Users:

* Will need to procure a CAC, PIV, ECA, or other approved
Medium Token Assurance Certificate on a USB Token or a
Medium Hardware Assurance Certificate on a Smart Card
that is FIPS 140-2 compliant (See PKI FAQs for more info)

* Users may need to procure additional software,
middleware, and/or hardware in order to use their Smart
Cards/USB Tokens (See PKI FAQs for more info)
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https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT_PKI_FAQs_Phase+II+FINAL.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT_PKI_FAQs_Phase+II+FINAL.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT_PKI_FAQs_Phase+II+FINAL.pdf

Smart Card Re-Registration

* PIV, PIV-Il, and ECA users will need their SWFT Login ID and a
Password to Re-Register their Smart Card

* If you forgot your username, contact your Account Manager

* Login to SWFT to reset your password no more than 72 hours
BEFORE your certificate expires

* When you receive your new certificate (within 72 hours of
resetting your password), return to SWFT and register your Smart
Card

* CAC users will not need to Re-Register their Smart Cards
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Smart Card Re-Registration

To re-register a PIV, PIV-I or ECA Smart Card vou will need your SWFT Login ID and Password for the Smart Card Registration page.

Secure Web Fingerprint Transmission
(SWFT)

Eramo, Andrew - DMDC1 - Last login time: 03/11/2014 20:55 GMT

Example: xooc@company.com (must contain '@ and '.")

Example: 703.325.9999, 703-325-9999, (703) 325-9999 or
7033259999

Phone

RE-REGISTER PIV, PIV-I OR ECA SMART CARD

Create a new password using the fields below. The new password is only valid for 72 hours. After 72 hours you must create
another password.

IMPORTANT: Reset your SWFT password before your PIV or ECA Smart Card expires. If you forgot your Login ID, contact
your Account Manager.

Enter the SWFT URL and select the new Smart Card certificate.

You will be directed to the Smart Card Registration page, where you will enter your Login ID and Password.

Once SWFT validates your information, access to SWFT is granted.

Passwords in the SWFT system are complex and will expire in
72 hours. Passwords must be at least 15 characters,
containing at least two upper case characters, two lower
case characters, two digits, and two special characters.

New Passwordl

Verify New Password |

Change

RE-REGISTER CAC SMART CARD
To re-register a CAC Smart Card
» Enter the SWFT URL and select the Smart Card certificate. Once the certificate is validated; access to SWFT is
granted.
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PKI Resources

Visit the PSA Website to Find Additional Resources:

e Newsletter

* PKI Frequently Asked Questions
 Release Notes
e General Announcements

* https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT

DoD ECA approved vendors can be found here and approved
Non-Federal Issuers including all of the Category Il listed
providers here.

DoD approved PKI Vendors

Access, Registration, and Test Guide
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https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT
https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT
http://iase.disa.mil/pki/eca/
http://iase.disa.mil/pki-pke/interoperability/index.html
http://iase.disa.mil/pki-pke/interoperability/index.html
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+Access+Registration+and+Testing+Procedures+v2+0_FINAL.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf
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Matching EFT Files with e-QIP

e Recommended to submit EFTs immediately after submitting e-
QIP file to PSMO-|
* Users have 2 weeks to submit EFTs after the e-QIP is submitted

* EFT is matched to the e-QJIP using SSN

 SWFT provides users with a Discrepancy Report
* Report highlights differences between the EFT file and e-QIP

* Allows the user to correct discrepancies before they reach OPM,
thus saving time

* The Discrepancy Report is unavailable to Multi-Company
Uploaders

* Information on SWFT Reports can be found in the User’s Guide
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Submission of eFPs on Behalf of

Other Companies
* Option 1: Multi-Company Uploader

e Service Provider Acts with Limited Privileges on Behalf of Another
Company

e Serviced Company must be registered in SWFT and have their own SWFT
account

e PSSAR required to become a Multi-Company Uploader
e Serviced company obtains account to generate reports
* Service Provider is able to generate reports that identify the date

and number of EFTs uploaded for the purpose of billing and
accountability

230 Serving Those Who Serve Our Country



Submission of eFPs on Behalf of

Other Companies
e Option 2: Multi-CAGE SWFT Account

* Service Provider Acts with Full Privileges on Behalf of Another
Company

e Service Provider submits PSSAR form approved by Serviced Company

* Service Provider is able to generate detailed reports, including PII
data, for all CAGE codes that are assigned to the Service
Provider’s account

* Serviced Company gives up all SWFT privileges for its CAGE code
to the Service Provider
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Secure Web Fingerprint
Transmission (SWFT)
Webinar

February 2014
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Agenda

PK-Enabling Update
Matching .EFT file with e-QIP file
Third Party Provider Options

Resources

Questions

Please submit questions using the chat feature
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PK-Enabling Update

* Login with Log ID and Password will be discontinued with
Release 5.2

e Scheduled for March 14, 2014

e All users will need a Medium Hardware Assurance Certificate on a
Smart Card or a Medium Token Assurance Certificate on a USB
Token after March 14, 2014

e Currently, Username and Password or Smart Card/USB Token
are acceptable for SWFT Login — less than 1 month left

* If you can access JPAS, you are able to access SWFT with the
same PK credentials

e PKI FAQs and Test Procedures are available on SWFT
Homepage
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https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT_PKI_FAQs_Phase+II+FINAL.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT_PKI_Test+Instructions.pdf
https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT

PKI Resources

Visit the PSA Website to Find Additional Resources:

e Newsletter

* PKI Frequently Asked Questions
 Release Notes
e General Announcements

* https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT

DoD ECA approved vendors can be found here and approved
Non-Federal Issuers including all of the Category Il listed
providers here.

DoD approved PKI Vendors

Access, Registration, and Test Guide
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https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT
https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT
http://iase.disa.mil/pki/eca/
http://iase.disa.mil/pki-pke/interoperability/index.html
http://iase.disa.mil/pki-pke/interoperability/index.html
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+Access+Registration+and+Testing+Procedures+v2+0_FINAL.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf

Matching EFT Files with e-QIP

e Recommended to submit EFTs immediately after submitting e-
QIP file to PSMO-|
* Users have 2 weeks to submit EFTs after the e-QIP is submitted

* EFT is matched to the e-QJIP using SSN

 SWFT provides users with a Discrepancy Report
* Report highlights differences between the EFT file and e-QIP

* Allows the user to correct discrepancies before they reach OPM,
thus saving time

* The Discrepancy Report is unavailable to Multi-Company
Uploaders

* Information on SWFT Reports can be found in the User’s Guide
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Submission of eFPs on Behalf of

Other Companies
* Option 1: Multi-Company Uploader

e Service Provider Acts with Limited Privileges on Behalf of Another
Company

e Serviced Company must be registered in SWFT and have their own SWFT
account

e PSSAR required to become a Multi-Company Uploader
e Serviced company obtains account to generate reports
* Service Provider is able to generate reports that identify the date

and number of EFTs uploaded for the purpose of billing and
accountability
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Submission of eFPs on Behalf of

Other Companies
e Option 2: Multi-CAGE SWFT Account

* Service Provider Acts with Full Privileges on Behalf of Another
Company

e Service Provider submits PSSAR form approved by Serviced Company

* Service Provider is able to generate detailed reports, including PII
data, for all CAGE codes that are assigned to the Service
Provider’s account

* Serviced Company gives up all SWFT privileges for its CAGE code
to the Service Provider

238 Serving Those Who Serve Our Country



Questions
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Backup
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What the Changes Mean

 JPAS Users:

 Will be able to use the same credential that is used for JPAS
access

* Non-JPAS Users:

* Will need to procure a CAC, PIV, ECA, or other approved
Medium Token Assurance Certificate on a USB Token or a
Medium Hardware Assurance Certificate on a Smart Card
that is FIPS 140-2 compliant (See PKI FAQs for more info)

* Users may need to procure additional software,
middleware, and/or hardware in order to use their Smart
Cards/USB Tokens (See PKI FAQs for more info)
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https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT_PKI_FAQs_Phase+II+FINAL.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT_PKI_FAQs_Phase+II+FINAL.pdf

Secure Web Fingerprint
Transmission (SWFT)
Webinar

January 2014
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Agenda

PK-Enabling Update
Multi-Company Uploader Options

Submission of eFPs on Behalf of Other Companies

Resources

Questions

Please submit questions using the chat feature
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PK-Enabling Update

* Login with Log ID and Password will be discontinued with
Release 5.2

e Scheduled for March 2014

e All users will need a Medium Hardware Assurance Certificate on a
Smart Card or a Medium Token Assurance Certificate on a USB
Token after March 2014

e Currently, Username and Password or Smart Card/USB Token
are acceptable for SWFT Login

* If you can access JPAS, you are able to access SWFT with the
same PK credentials

e PKI FAQs and Test Procedures are available on SWFT
Homepage
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https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT_PKI_FAQs_Phase+II+FINAL.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT_PKI_Test+Instructions.pdf
https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT

Submission of eFPs on Behalf of

Other Companies
* Option 1: Multi-Company Uploader

e Service Provider Acts with Limited Privileges on Behalf of Another
Company

e Serviced Company must be registered in SWFT and have their own SWFT
account

e PSSAR required to become a Multi-Company Uploader
e Serviced company obtains account to generate reports
* Service Provider is able to generate reports that identify the date

and number of EFTs uploaded for the purpose of billing and
accountability
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Submission of eFPs on Behalf of

Other Companies
e Option 2: Multi-CAGE SWFT Account

* Service Provider Acts with Full Privileges on Behalf of Another
Company

e Service Provider submits PSSAR form approved by Serviced Company

* Service Provider is able to generate detailed reports, including PII
data, for all CAGE codes that are assigned to the Service
Provider’s account
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Resources

Visit the PSA Website to Find Additional Resources:

e Newsletter

* PKI Frequently Asked Questions
 Release Notes
e General Announcements

* https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT

DoD ECA approved vendors can be found here and approved
Non-Federal Issuers including all of the Category Il listed
providers here.

DoD approved PKI Vendors

Access, Registration, and Test Guide
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https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT
https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT
http://iase.disa.mil/pki/eca/
http://iase.disa.mil/pki-pke/interoperability/index.html
http://iase.disa.mil/pki-pke/interoperability/index.html
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT+Access+Registration+and+Testing+Procedures+v2+0_FINAL.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf

Questions
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Backup
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What the Changes Mean

 JPAS Users:

 Will be able to use the same credential that is used for JPAS
access

* Non-JPAS Users:

* Will need to procure a CAC, PIV, ECA, or other approved
Medium Token Assurance Certificate on a USB Token or a
Medium Hardware Assurance Certificate on a Smart Card
that is FIPS 140-2 compliant (See PKI FAQs for more info)

* Users may need to procure additional software,
middleware, and/or hardware in order to use their Smart
Cards/USB Tokens (See PKI FAQs for more info)
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https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT_PKI_FAQs_Phase+II+FINAL.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT_PKI_FAQs_Phase+II+FINAL.pdf

Secure Web Fingerprint
Transmission (SWFT)

Public Key Enabled (PKE) Logon
Webinar

December 2013
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Agenda

What Is Changing

Implementation Timeline
What the Changes Mean

Resources

 Demo

Please submit questions using the chat feature
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What Is Changing

* Split Login - Username and Password or Smart Card/USB Token

* Username and Password Login to be phased out

 Will need a Medium Token Assurance Certificate on a USB Token
or a Medium Hardware Assurance Certificate on a Smart Card

Please read the following and check the checkbox for acknowledgement.

DOD NOTICE AND CONSENT BANNER
You are accessing 3 U.S. Government (USG) Information System (IS) that is provided for USG-authorized use only.
By using this IS (which includes any device attached to this IS), you consent to the following conditions

- The USG routinely intercepts and monitors communications on this IS for purposes induding, but not limited to, penetration testing, COMSEC monitoring, network operations and defense, personnel misconduct (PM), law
enforcement (LE), and counterintelligence (CI) investigations.

- At any time, the USG may inspect and seize data stored on this IS.
- Communications using, or data stored on, this IS are not private, are subject to routine monitoring, interception, and search, and may be disclosed or used for any USG-authorized purpose.
- This IS includes security measures (e.g., authentication and access controls) to protect USG interests—not for your persanal benefit or privacy.

- Notwithstanding the above, using this IS does not constitute consent to PM, LE or Cl investigative searching or monitoring of the content of privileged communications, or work product, related to personal representation or
services by attorneys, psychotherapists, or clergy, and their assistants. Such communications and work product are private and confidential.

The U.S. Department of Defense is committed to making its electronic and information technologies accessible to individuals with disabilities in accordance with Section 508 of the Rehabilitation Act (29 U.S.C. § 794d), as
amended in 1999. Send feedback or concerns related to the accessibility of this website to: DoDSection508@osd.mil. For more information about Section 508, please visit the Dob Section 508 website. Last Updated:
09/06/2013

CURRENTLY DISABLED

['1 1 acknowledge and accept the above access statement. o " Will be svalable bec 16, 2013

OR

Insert your Smart Card into the card reader before attempting to login

The process for obtaining a SWFT Account and resetting passwords will not change
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Implementation Timeline

* Phase I: Transition to Smart Card Login

e 16 Dec 13: Login available through Username/Password or
Smart Card

* Once a Smart Card is registered for a User Account, the
Username/Password login method is disabled

* Phase | will last approximately 3 months
* Phase II: Switch to Smart Card-Only Login

* March/April 2014: Username/Password login option will be
disabled

e All users will need to use the PK-enabled login by this time
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What the Changes Mean

 JPAS Users:

 Will be able to use the same credential that is used for JPAS
access

* Non-JPAS Users:

* Will need to procure a CAC, PIV, ECA, or other approved
Medium Token Assurance Certificate on a USB Token or a
Medium Hardware Assurance Certificate on a Smart Card
that is FIPS 140-2 compliant (See PKI FAQs for more info)

* Users may need to procure additional software,
middleware, and/or hardware in order to use their Smart
Cards/USB Tokens (See PKI FAQs for more info)
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https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT_PKI_FAQs_Phase+II+FINAL.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=SWFT_PKI_FAQs_Phase+II+FINAL.pdf

Resources

e Visit the PSA Website to Find Additional Resources:

e Newsletter

* PKI Frequently Asked Questions
 Release Notes
e General Announcements

* https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT

* DoD ECA approved vendors can be found here and approved
Non-Federal Issuers include all of the Category Il listed
providers here.

e DoD approved PKI Vendors
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https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT
https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=SWFT
http://iase.disa.mil/pki/eca/
http://iase.disa.mil/pki-pke/interoperability/index.html
http://iase.disa.mil/pki-pke/interoperability/index.html
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=DoD+approved+PKI+Vendors.pdf

Demo
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Questions
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