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NTS/ETAS Privacy Policy 

The Department of Defense (DoD) requires that all personal identity information (PII) data be securely handled as directed by the Privacy Act of 1974. Information can be found in the DoD Directive 5400.11, which states, “It is DoD Policy that the privacy of an individual is a personal and fundamental right that shall be respected and protected.”
The Noncombatant Evacuation Operation Tracking System/Emergency Tracking Accountability System (NTS/ETAS) program captures PII data, but minimizes its exposure throughout the program’s applications and reports. For example, social security numbers (SSNs) are not displayed on any of the reports.
It is your responsibility to protect the PII data of every individual registered in NTS/ETAS. The following protective measures are required for all users of this application:
· Prominently display Privacy Act statements so that personnel may read the information prior to being registered into the system 
· Transport all printed reports in a covered folder accompanied by DD Form 2923
· Never leave a workstation unattended without first locking it down
· Never share the system passwords, or your personal passwords with unauthorized personnel
NTS/ETAS Overview
The Defense Manpower Data Center (DMDC) developed the Noncombatant Evacuation Operation Tracking System (NTS) to reduce the time required to process personnel & pets during an evacuation, and subsequently track them from the time they are entered into the system until they reach the final stop in an evacuation. Each Noncombatant or pet is provided a Bar-Coded bracelet, which corresponds to his or her personal data during the registration process. After registration they are tracked via the bracelet (similar to FedEx or UPS packages) until they are safely repatriated in the United States or other Safe Haven. 
The primary purpose of the NTS is to provide individual accountability of the noncombatant evacuee (NCE) by creating and maintaining a database of noncombatants assembled during an evacuation operation and subsequently tracking the noncombatants’ movement through the evacuation process.
The Emergency Tracking Accountability System (ETAS) is the Continental United States (CONUS) version of NTS. Although the operational aspects are the same as NTS, it differs in that many of the data elements required in NTS do not apply in ETAS, and the primary data collection mechanism is a driver’s license reader instead of the passport reader used in NTS.
· Data Exchange: NTS/ETAS is capable of providing data to the Global Transportation Network (GTN), the Automated Repatriation and Reporting System (ARRS), and the Global Air Transportation Execution Systems (GATES). ETAS will provide data to the Joint Patient Accountability Tracking System, after phase II of NTS/ETAS Version 4.0 development is completed. Estimated completion month is August 2010
· Hardware Interfaces: NTS/ETAS collects personal information from identification documents (Military ID Cards, Dependent ID Cards, Civilian Passports, & Driver’s Licenses) that meet current International Organization for Standardization (ISO) or DoD standards using commercial off the shelf (COTS) scanner equipment. As new technologies (e.g., smart cards) and policies are instituted, NTS/ETAS continues to grow and adapt to the use of new media
· Reporting: NTS/ETAS provides real time reports and queries at both the Local Server and on the NTS/ETAS Web Site. These are all detailed in the respective Reports and Queries sections of this guide. Access is granted on a need-to-know basis and access procedures are outlined in the NTS/ETAS User Level Access Request section of this guide (Section 3)
NTS/ETAS User Level Access

Please see the online User Account Guide for information about user access levels and how to obtain access.
NTS/ETAS Case Components
Local Server Deployable Case 
The Local Server (formerly known as Conveyance Station or Mini Server) case contains all necessary hardware fully assembled. DO NOT DISASSEMBLE. The power cords on all of the equipment connect to a surge suppressor mounted in the bottom of the case. All of the equipment inside of the case uses 110V power input.
A step-down transformer is required in some foreign countries due to higher voltages. A step-down transformer included in the both the Local Server and Registration Workstation cases, along with a set of foreign travel outlet adapters.

ALWAYS confirm the location’s voltage before beginning. Permanent damage may result when applying voltages greater than 110V. 
Figure 1.  Local Server Case
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Local Server Components

· Notebook Computer: Depending on the purchase date this computer may be a Panasonic, Dell, or Durabook

· Wireless LAN Access Point: Serves as the local wireless LAN communications hub, with an estimated line of sight range of 250 to 300 feet

· Symbol Handheld Remote Scanner: There are two Remote Scanners per Local Server Case, and they are used to either scan bar coded bracelets to build manifests for shipping Noncombatant Evacuees (NCEs), or to scan NCE bracelets as they arrive at an inbound location. The Remote Scanners are stowed under the Notebook Computer
· Symbol Remote Scanner Cradle: This device sends data from the Remote Scanner to the Notebook Computer

· Thrane & Thrane Explorer 500 BGAN Satellite Receiver: The Satellite Receiver is a key component of the NTS/ETAS System. It will allow units to send and receive data to/from the server at remote locations. This is a unique function that enables NTS/ETAS to maintain NCE movement accountability throughout the evacuation.
Note: Each unit is responsible for activating their Satellite Receivers, which they do through their respective service activation agencies. The current DISA BGAN Telephone Activation Agency is:
General Dynamics C4 Systems

8201 E. McDowell Road

PO Box 1417 M/D H2036

Scottsdale, AZ 85257-1417


Toll-free 877-449-0600

· Eight-Outlet Surge Suppressor: This is located in the bottom of the case
· Step-Down Transformer: The Step-Down Transformer is to be used in areas with voltage higher than 110V. After you plug the Step-Down Transformer into a power source, plug the Surge Suppressor into the Step-Down Transformer
Note: The Thrane & Thrane Explorer 500 BGAN connects directly to the Ethernet jack. 
Registration Workstation Deployable Case
The NTS/ETAS Registration Station primarily serves to register evacuees(NTS) or patients(ETAS) for an evacuation.  The case contains all necessary hardware fully assembled. DO NOT DISASSEMBLE.
Do not activate any NTS/ETAS Registration Stations until after the NTS/ETAS Local Server is powered on and completely set up for NTS/ETAS Operations. 

A step-down transformer is required in some foreign countries due to higher voltages. A step-down transformer included in the both the Local Server and Registration Workstation cases, along with a set of foreign travel outlet adapters.

ALWAYS confirm the location’s voltage before beginning. Permanent damage may result when applying voltages greater than 110V. 

Figure 2.  Registration Workstation
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The Registration Workstation Components

· Notebook Computer
· Pistol Scanner: The pistol scanner is used to scan the bar codes on CACs, DEERS/RAPIDS ID Cards, and the bar coded bracelets during registration.
· Passport Reader (NTS)
· Driver’s License Reader (ETAS)
· Eight-Outlet Surge Suppressor: This is located in the bottom of the case.
· Step-Down Transformer: The step-down transformer is to be used in areas with 200 or higher voltage. Plug the Surge Suppressor in to the step-down transformer after you plug the step-down transformer into a power source.
NTS/ETAS Software Installation 
NTS/ETAS Systems are delivered with the software already installed. However, OICs/NCOICs or equivalent may install NTS/ETAS Version Updates as required.
The NTS/ETAS software is developed by DMDC and consists of specific computer model images from the NTS/ETAS development lab. There are several computer brands/models in the NTS inventory, and each one requires and exact duplicate image, or copy.  DMDC performs quarterly updates on all computer models. The updates include IAVA patches, other security patches, and any NTS/ETAS application updates.  The updates are distributed to users to install on all of their NTS/ETAS computers. 
NTS/ETAS Software Update Installation Instructions:  

1. Ensure the CD/DVD drive is listed first in the computer’s BIOS boot sequence.
2. Insert the NTS/ETAS Update CD and restart the computer, the CD will automatically install the new software.  
3. Upon completion, remove the CD and re-start the computer.  
4. Log in with the NTS/ETAS administrative Username and Password. (Not Listed Here for security purposes) The Guardian Edge Hardware Encryption program will Self Install.  

5. Set the Guardian Edge Hardware Encryption Program’s Username and Password. (Not listed here for security purposes).
6. Restart the Computer.   

NTS/ETAS Logon Procedures
This section covers basic workstation knowledge:
· Logging into NTS/ETAS

· Shutting Down the workstation
· Restarting the workstation
Log on to an NTS/ETAS Conveyance or Registration Station

Only the ECC OIC (or equivalent at an intermediate safe haven or safe haven) will have the password required to configure the Local Server and the Registration Stations.

The three distinct NTS/ETAS System Logons (DMDC will Provide Usernames and Passwords) are: 
· Guardian Edge hard drive Encryption – Initial login after booting up machine. 

· Administrative Login – For Access to the Windows Desktop.  
· NTS/ETAS USER Login – To enter the NTS/ETAS Application.
Basic NTS/ETAS Local Server and Registration Station Login Procedures:
1. When the “Guardian Edge Login” dialog box appears, enter the username/password combination. This will access to the windows operating system logon screen, which is the DoD System Warning Screen.

2. At the DoD system screen, Hold down the “Shift’ key and press Enter or click “OK”. This will display the NTS/ETAS login screen.
3. Enter the NTS/ETAS administrative username/password combination.  This will open up to the Windows Desktop.  
Note 1: The Administrative logon will be locked out after three unsuccessful login attempts.  The system re-sets after about two hours and can then be re-tried.  Or, reinstall the software.  Either way, take care to get the login correct.  
Note 2:  If the Admin login screen does not appear immediately after pressing “Enter” or “OK”, simultaneously hold down the ‘Ctrl, Alt, and Del’ keys to log off.  Log off and then retry, ensuring you first hold down the “Shift” key before pressing “Enter” or clicking “OK”.  
Establish Connection to the DMDC Central Server
There are currently three methods in which to connect to the NTS/ETAS Central Server, dialup modem, BGAN Satellite Receiver set to LAN mode, and LAN. Essentially all that is required is an internet connection.  The Local Server-to-Central Server connection is secured via CAC authentication.  If a user is not validated via his/her CAC, then the data transmissions will not go through.  
The first time a user is required to connect to the DMDC Central Server is during the Local Server setup phase.  The formal setup instructions are contained later in this guide; however, instructions to connect with the Central Server are shown early on so that users will be prepared when they need to connect to download the location data from the Central Server.  

The user will encounter the screen below after he/she has completed the NTS/ETAS local server setup procedures and opens the NTS/ETAS application to download the Evacuation Location Lists.    
Set-up Modem to Connect to the DMDC Central Server

1. Select the Download link located in the ‘Evacuation’ Section. The Download pop up shown below will display

2. Select Initialize Modem Connection
3. Click OK
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4. The modem connection will display a dropdown list of available numbers to call.   
5. Select a number that corresponds with one of the three methods below.  If a prefix is required, such as a 9 or an 8, please input it in front of the listed phone number.  Example:  DSN:  83128783100
Commercial:  831.583.4020

Commercial Toll Free:  866.357.4434

DSN:  312.878.3100, or 3101, or 3102.  

6. Click “Dial” and proceed.  

7. Upon a successful connection, you will see the “Modem” icon at the lower right of your screen.

Set-Up a BGAN to connect to the DMDC Central Server 
Configure the BGAN to act as a LAN.
The BGAN behaves just like a regular LAN connection.  The Local Server Computer will automatically detect the BGAN’s wired IP address settings and establish a communication connection between the computer and the BGAN.   
Step 1.  Set the BGAN to LAN Mode
1. Power on the Thrane & Thrane Explorer 500 BGAN Satellite Receiver.
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2. Upon powering on the BGAN, click the “C” button to display the “Point Now?” message. 
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3. Click either the up or down arrow until “Settings” is hi-lighted. 
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4. Click the “OK” button, and then either the up or down arrow until “Interfaces” is hi-lighted.  
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5. Click the “OK” button, and then either the up or down arrow until “LAN” is hi-lighted.
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6. Click the “OK” button, and then select “On”.  

7. Click the “C” button to return to “Interfaces” and ensure both BLUETOOTH and PHONE/FAX are turned “Off”.  

8. Continuously click the “C” button until the screen returns to “Point Now?” and click “OK” to return to the find the signal strength screen

Step 2. Set the BGAN into Operation.
1. Connect the BGAN to the Local Server computer using an Ethernet cable.  

2. Power on the BGAN and find a Satellite Signal Strength of 47.0 dBHz or higher. 
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3. Click “OK” after desired signal strength is achieved; the BGAN will search for a Satellite. 
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4. The BGAN will self-register after finding a Satellite.  
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5. The BGAN is ready to operate when it displays “Data” and the current number of KB transferred. The KB number will increase during data transmissions.    
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Note:  The NTS/ETAS Local Server Computers are already configured to operate with the BGAN set to LAN mode.  DO NOT change the Wired/LAN Connection settings.  Also the BGAN Launch Pad Program is not required to operate the BGAN with NTS/ETAS.  Loading Launch Pad onto the computers may cause harm to the system and disrupt communications.      
Set-Up a LAN to connect to the DMDC Central Server 
All NTS/ETAS computers are set up to work with a LAN.  Users do not need to configure the settings.  Plug the LAN’s Ethernet cable into the Local Server, the system will automatically set, and a few moments later will be ready to transmit data to the Central Server.  Plug and Play.  
For Government LAN connections that assign specific IP addresses to specific machines, a communications technician may need to access the Local Server’s wireless network settings to assign the IP address settings.  
NTS/ETAS Computer Setup
The following Setup Instructions apply to both NTS and ETAS. This Section assumes a connection to the Web Server is in effect prior to setup. Connection can be established via LAN, Dial-up, or a BGAN satellite phone in LAN configuration. See Dial-up and/or BGAN Connection Instructions if required.
Overview and Definitions
To set up and operate NTS or ETAS the user must download the Evacuation Name Designation and the Locations listed for the Evacuation. Evacuation Name Designations and Location Lists must be entered into the Web Server’s database prior to setup. Unit Administrators with Web Server Access privilege may create an Evacuation Name Designation and enter all possible locations for the Evacuation, or the organization may send their complete location list to DMDC and a DMDC administrator will input the location data.
Note: A new Evacuation Name with its corresponding Location List must be created for each new training or real world event. This is a programming departure from the previous NTS Version 3.
· Evacuation: The NTS/ETAS label given for either a NEO event or a CONUS Emergency

· Location List: Any site, control center, safe haven, hospital, repatriation center, etc. that may be used during a specific Evacuation or Emergency
Examples are:
· Evacuation: NEO - Mount Shangri-La Eruption, 23 May 2010 
· Locations List for this Evacuation: Tibet City ECC1, Tibet City ECC2, Ramstein AFB Intermediate Safe Haven, Travis AFB Repatriation Center

If locations are added “on the fly” to an Evacuation after an event/operation is already under way, all Local Servers involved in the Evacuation are required to re-download the location list to add the new location(s) to their internal databases. For example: We have a NEO labeled, “Hall of Flame”. If Camp Manning was added to this Evacuation’s location list after the NEO was already under way, and evacuees from Camp Staubach were being transported to Camp Manning, Camp Staubach would not be able to list Camp Manning as a Hall of Fame destination location until Camp Staubach downloads the updated location list from the Web Server.
Important Wireless LAN Information
All of the Registration Workstations communicate with the Local Server via a secure Wireless Network. As such, all of the Wireless IP Addresses within the ECC/Site must be identical except for the final digit set. DMDC builds the NTS/ETAS Software Updates on specific model computers that correspond to models in the field. An image is created from one machine and then distributed to the field as a Software Update load. The result is that for each machine that has the software downloaded will have identical settings to include the Wireless IP addresses. Therefore, one of the first tasks at the site is to reset Wireless IP Addresses for all machines before beginning operations.
Set the Wireless IP Address for the ECC Local Area Network
1. Click Start-Settings-Network Connections-Wireless
2. Right-click on Wireless and select Properties
3. Select Internet Protocol (TCP/IP) and click Properties
4. The example here shows a Wireless IP Address of 10.2.2.9, and a subnet mask that is static and does not need to be changed 
5. Change the final digit to a unique number and click OK
For a site, all of the Notebook Computers must have the identical Wireless IP Address except for the last digit set. The example shown below of an IP Address series is for a site operating with one Local Server and 4 Registration Workstations:
· Local Server: 10.2.2.1

· Registration Workstation 1: 10.2.2.2

· Registration Workstation 2: 10.2.2.3

· Registration Workstation 3: 10.2.2.4

· Registration Workstation 4: 10.2.2.5

The screen shots shown below illustrate how to change the Wireless IP Address:
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Set up the Local Server and Registration Workstation
Step 1A – Set up the Local Server
.  [image: image16.jpg]s e seun
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1. Click the NTS Setup Icon on the Desktop to open the above Setup Screen
Note: Steps 1 through 7 were already completed during the Software Download
2. Enter your local OIC Password and click Set OIC Password in Step 8 
3. Select NTS 4 Local Server
4. Write down the IP address that is displayed. This is the Local Server’s wireless IP address and will need to be entered later during the Workstation setup process
5. Click Apply. The confirmation screen shown below will display
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6. Click OK and then exit/close NTS Setup
Step 1B - Configure the Local Server & Download Location Lists Data
1. Click the NTS/ETAS Version 4 Icon and log in to NTS or ETAS. The Configure Server/Data Transfer page will display upon logging in.
2. Do not change any of the Data Transfer Settings unless explicitly told to do so by DMDC or the on Site Administrator.
3. Select NTS or ETAS as the applicable Program Mode.
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4. Click Download in the Evacuation Section. The Download from Central Server message box will appear. If communications is already established, Do NOT check the “Initialize modem communications” box.  Otherwise see the Modem Configuration Section Below.
5. Click OK
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The computer will prompt you to enter your PIN.
Note: (Known Bug) If the blue and white progress indicator stays in motion for more than 30 seconds and there is no activity, press Alt+Tab and check for a Java icon. This is the prompt to either insert your CAC or enter your PIN. On initial download attempts, or after the computer has been re-started, this message ‘hides’ in the background and the user must click Alt+Tab to locate and bring it forward.
The screen shown below will display upon a successful Evacuation Download. Each Evacuation contains all of the Evacuation Control Centers, Intermediate Safe Havens, and Repatriation Centers for a specific NEO Event, or for ETAS, all Locations identified for a specific Emergency Deployment.
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6. Select the Evacuation Designation Label, and then download the locations for the Evacuation by clicking Download in the Location Section
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Upon a successful download, the confirmation screen will appear again (this screen is not shown here). All locations listed for the Evacuation will display.
7. Select the location for the Local Server and then click Save. See the example shown below
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8. Select the ECC or site’s location name and then click Save. The next screen that appears is the Welcome OIC screen. The Local Server is now ready for operations
Note: The Evacuation and Location List download is only required on the Local Server computer. The Registration Workstation computer “mirrors” the Local Server’s location data, which it picks up through secure wireless communications.
Step 2A – Setup the Registration Workstation

1. Click the NTS/ETAS Setup Icon on the Workstation Desktop

2. Disregard Steps 1 thru 8, and go straight to Step 9. See the example shown below
3. Select NTS 4 Workstation
4. Enter the Local Server’s Wireless IP Address (written down during the Local Server setup process.) If there is no Wireless IP Address recorded, re-open the Local Server’s Setup Screen and record the IP Address that is displayed
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5. Click Apply. A confirmation message will pop up after a few minutes as shown below
6. Close NTS 4.1 Setup, and then click the NTS/ETAS Version 4 Icon on the desktop to open the application
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Step 2B – Configure the Registration Workstation

1. Double-click the NTS/ETAS Version 4 Icon to open the application
2. Log in via the login screen. The Configure Workstation screen will display, as shown below
3. Select the Approve Workstation box and then click Save. A confirmation screen will display
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4. Click OK on the confirmation screen. The Welcome OIC screen will display. The Registration Workstation is now ready for operations
5. Repeat these procedures on the remaining workstations
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Manually Create a Local Server Evacuation

Note: The Manual Evacuation Creation and Location List Upload is only required on the Local Server if the Local Server cannot establish a connection to the DMDC Central Server.
Steps for the DMDC Administrator
1. Provide the Evacuation Name and all Locations within the Evacuation to the DMDC Administrator.

2. The DMDC Administrator will input the data into the Web Server’s database to build the Evacuation. An Evacuation ID and Authorization Code will be generated for the Evacuation Name, and Location IDs and Authorization Codes will be generated for each of the Locations
3. The DMDC Administrator will return the Evacuation and its Locations with their newly created IDs and Authorization Codes to the site/local Administrator
4. The local Administrator will click  Add the evacuation manually, fill in the three fields listed shown below, and then click Save
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Note: After the Evacuation is created, enter all of the locations for the evacuation. This action is critical because when creating manifest the internal database will need to know where to send the Personnel. Continue to the Location List Entry instructions below.
Manually Enter Local Server Location List
1. With the Evacuation Name set in the Evacuation field, select Add a location manually
[image: image28.jpg]Microsoft Internet Explorer =18 x|

Fie Edt Vew Favortes Took Hep *
Qb - 2 search ¢ Favortes 7 oz
‘address [] hit:jntslocalserver:a080jnetsjprotectedadministrationjpromptCreateLoc.do7evarl e ks >

Home | Help | OIC - Logout
[

el il Create Location

Manifests
New
Arrivals. ¥ Active ™ Repatriation center

Departures acuation: [NTS/ETAS Production Test Bucket v/

SearchEditRemave

Reports & Queries
Transfer Data

Configure
EvacuationsiLocations:
Serveriata Transfer
Workstation
Password

Instructions:

o Obtain the evacuation information, including the authorization code, by calling (800) 526-3632
o The authorization code is used 10 verify thet the name and D have been entered conrectly.

o Select ‘repatriation center'to have evacuees deactivated when reconciled at this focation.

save

WS ID: 100020-0018DE3F4023 Mon, 28 Sep 2009 09:30:06 (GMT 2

&l ® Intemnet
Bistart| | & [ © | B CiPrograntispache-to... | BN CAWINDOWSsystema2. . | 1 unitied -Paint | |25 Ciipocuments and settin...| [ &1 evacuation Tracking MBS0 % amem





2. Select Add Location from the screen that displays. DO NOT select Import Locations
3. Make sure the Active box is checked
4. Check the Repatriation Center box for the repatriation locations in the Evacuation location list. Example: Travis AFB
5. Enter the Location Name in the Description data field
6. City, State, and Zip are optional fields
7. Enter the Country
8. Time is GMT-0

9. Enter the Location ID provided by the DMDC administrator

10. Enter the Authorization Code provided by the DMDC administrator

11. Click Save
12. Repeat for all locations for the Evacuation
Purge Local Server and Registration Workstation Data

At the conclusion of a training exercise or real world event, the data on the Local Servers may be purged. Here the user will clear both the NTS/ETAS database and the Export File Folder.
1. Open the NTS/ETAS Setup Module on the desktop

2. Click the Database tab at the bottom of the Setup Screen

3. Select Purge Database, as shown below
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A DOS box will display as shown below.
[image: image30.jpg]45 =81

e

Clean synchronization logs[¥.N17_

(Bl [l

e

Note: This ol works i Dracle Express s
SR SRR unring {Local Server ornta install]
STEPS: Select what raleths system il ply:

& NTS 4 LocalServer " NTS 4 Workstaon (~ NTS version 3¢

1. Nate the fallowing P addfess. You willneed it when configuing NTS 4 workstatons:
I S e

2. Select pph' to enable this NTS 4 Loca Serve.

Apply

Maintenance & Troubleshooting

e i e

S0LPlus Fuige Database

u HE

For Help, cick Help Topics o the Help Menu,

Bistart| | & (@ © | B CProgravtispache-to... | 13]nTs 4.1 et | 1 untited - paint I Ciipocuments and Settin.. [ @Y CAWINDOWS\system. o ® L

D% 704pM





4. Enter a “Y” in the DOS box. Pressing Enter is not required

5. Continue to enter “Y” until the Press any key to continue message displays, as shown below
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6.  Click the Purge CD Export Folder.  Click “OK” to confirm, and then the below message will display.  
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NTS/ETAS Registration Process

1. Select New from the Evacuees Menu, and the screen shown below will appear

Note: All Items in Red are mandatory data fields
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Note:  With the exception of ETAS requiring fewer data elements, the registration process is similar for both ETAS and NTS as outlined below.  

Enter Evacuee Personal Data

Data can be entered using a Passport Reader, by scanning government issued CAC and Dependent ID Cards, US driver’s licenses if your suite contains a driver’s license reader, and manual input. 
1. Select the type of media to pull personal data from
2. Scan the evacuee’s ID Card or Passport with the appropriate device
3. Scan a bar coded bracelet and then secure it around the evacuee’s wrist
4. Select the evacuee’s Joint Pub Major and Minor Categories
5. Select the evacuee’s nationality if not already posted
6. Ensure the evacuee’s name is shown, and enter it if it is not displayed
7. Enter Gender and Birth Date. 
8. Weight is an optional field defaulted to 165 pounds. Although weight is not a mandatory field, it is used to provide the total passenger weight for aircraft manifests
9. Identify and include any special needs requirements for the evacuee. A special need could be medical, such as insulin, or physical, such as a wheel chair
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Note: While Mentally Challenged is posted as a quick special needs item pull for NTS, it is actually an ETAS specific identifier for emergency casualties who may have sustained a head trauma.
Note: The following hot keys are available for quick device selection:

· ALT+1 = Bar Code Pistol style scanner
· ALT+2 = Passport Reader

· ALT+3 = Driver’s License Reader
Note:  Tap the curser anywhere on the Registration Screen to activate the Hot Key function.  
An example of a completed Evacuee’s personal data section is shown below.

[image: image39.jpg]A Evacuation Tracking System - Member - Registration - Microsoft Internet Explorer

Fle Edt View Favortes Took Help q

:oaack = <) [2] @ Search Favoritss 2 x

Address [€] htp:/jntslocalserver:8080/nets{protectedjmember_regitrationjnewEvaruee do

NTS E

Non-Combatant Evacuation Operation Tracking System Dt

0w [us>

Evacuees NTS/ETAS Production Test Bucket | USA, CA - DMDC Repat Test Site Home | Help | OIC - Logout
[

SearchEditRemave Register Evacuee

Manifests Identification

New Mype [Passpart =] ipust23sers
Arrwals

Reader activation: ALT+-Bar Code
Departures e 0000001 ALT#2=Passport ALT+3=Driver's License.
SearchEditRemave

Reports & Queries gory [i1-American ciizen = ot puio 3.07.5 e catecory)

Transfer Data ory [ D-Adults with children/Accompanied Child =] (Joint Pub 3-07.5 Minor Category)

lity [United States of America.
Configure

EvacuationsiLocations: ation [No DaD Affiiation v

ServerData Transfer
Workstation
Password ast Name [Doe First Narme [John Middle Name [

Clae Clrorai Woitt 172 pounds

Sirth Date [197212/12] E.(YYYY/MM/DD)

Orygen
Special Needs |Wheel chair
(Double cickto add any one ) [Sevice animal
Mentally challenged

Medical ™

Register

WS ID: 100023.0018DE3F4023 Thu, 17 Sep 2009 11:43:38 (GMT 23:43)

5] Applt il o e, ctis ks server apple, device NTSDeviceApplt tarted ® rternet

Bistart| | & (G © | B CProgractispache-to... | 1 untitled - Paint |[ &7 Evacuation Tracking . SR TS BS ram





Enter Sponsor Data

1. Click the Sponsor Arrow. The fields shown below will display
[image: image40.jpg]Edt Vew Favortes Took Hep
Qe - Y B e Search 517 Favories 2) | (00 L 2
Adress [€] htp:/jntslocalserver:8080/nets{protectedjmember_regtrationjnewEvaruee do

SearchEditRemave

Manifests
New
Arrivals
Departures
SearchEditRemave

Reports & Queries

Transfer Data

Configure
Evacuations/L ocations
Serveriata Transfer

Workstation
Password

Register Evacuee
Identification
[Passpart p [US12345678

joooooot

y [1-American citizen ] cusintPubs 307 5 Meior Category)

'y [D - Adutts with children/Accompanied Child ] (Jsint b 3.07 5 Minor Category)

[United States of America.

No DaD Affliation

EmEﬂ-----------------
e [Doe Narme [John

wWeight [172 pounds

Middle Name [
© Male C Female

ate [19721212 @ vy ymm/DD)

Oxygen

Wheel chair
Service animal
Mentally challenged

Medical -

Special Needs
(Double cickto add any one )

ious Sponsors

ype [NotAvailable

me [Doe
Sirth Date [1944/06/06 (Y'Y Y/MM/DD)
Parent -

Senvice Branch [Amy

e |

Middle Name [Kent

] [100% disabled American veteran

Clear sponsor Data

Aistart| | & @ ©

B CiiProgractiapache-to.

5] Applet il ol dmde.ctis.nts. s ver.applet. device NTSDevice Applet started

Register

WS ID: 100023.0018DE9F4023 Thu, 17 Sep 2009 11:47:41 (GMT 23:47)

® rternet

Y untiled - Paint

|[ &7 Evacuation Tracking .

SR 50 BT e

Liks >





Sponsor ID Type will allow you to scan a Government ID with a device to fill in some, but not all data. 
2. Ensure Name, Birth Date are entered
3. Assign a Sponsor Relationship if the Sponsor is the evacuee’s Parent, Child, etc.
4. If the Sponsor is US Military, select the Branch, the Sponsor’s Duty Status, and provide the Sponsor’s Unit Identification Code (UIC), if known
Note: A Sponsor can be used for several family members. After the first time Sponsor data is saved, he/she may be selected from the “Previous Sponsor” list. (The most recent five are listed).
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Enter Contact Data

1. Click the Contacts Arrow and the fields shown below will display
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2. Enter Contact’s Last and First Names

3. Enter Contact’s City – preferably the Evacuee’s Final Destination City

4. Enter Contact’s State – preferably the Evacuee’s Final Destination State

5. Country is defaulted to United States if a US State is selected above
6. Select the Type of Contact the person is
7. Click Add Contact and the contact’s name will appear in the Registered Contacts box. This is a confirmation that the data was saved. If there are two multiple contacts for the evacuee, the user may now enter the next contact’s information
Note: The Destination City and State will be listed on the passenger manifest if the registrar selects either Destination Contact or Emergency & Destination Contact. This feature allows workers at the Repatriation Centers to book flights to evacuees’ final destinations in advance of arriving at the repatriation site.
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Note: A Contact can be used for several family members. After the first time Contact data is saved, he/she will be listed and may be selected from the Previous Contacts list. (The most recent five are listed.) See the example shown below.
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Enter Pet Data

1. Click the Pets Arrow and the fields shown below will display
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2. Enter Pet’s name
3. Scan a Bar Coded Bracelet and give it to the Pet’s owner to place on the pet, its cage, or other secure means
4. Enter Microchip number if the pet has one
5. Select Pet Type
6. Click Add and the pet’s name will appear in the Registered Pets box. See the example shown below
7. Repeat for each pet
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Save Evacuee Record

1. Click Register to save the Evacuee’s Record. A Confirmation Screen will display
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2. At this point, the user can either register the next evacuee or modify the current Record
View, Edit, or Remove an Evacuee or Pet Record
1. Click Search/Edit/Remove and the screen shown below will display
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2. Enter the Evacuee’s Last Name or Bracelet Number and click Search. The screen shown below will appear with either the exact record listed, or a group of records with same last name from which to choose the evacuee
Note: Clicking Search with no search criteria entered will display a list of all evacuees.

3. Select View, Edit, or Remove for the evacuee. See the Edit and Remove examples shown below
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Edit an Evacuee or Pet Record

1. Click Edit from the Evacuee Search Results and the screen shown below will display
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2. Perform any applicable edits and then click, Submit. A Confirmation Screen will appear
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Remove an Evacuee or Pet Record

1. Click Remove from the Evacuee Search Results and the screen shown below will display
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2. Select a Removal Reason
3. Click OK. The Record is removed and will no longer be visible on the screen

NTS/ETAS Departure & Arrival Manifests
This Section will show the user how to: 
· Create a New Departure Manifest

· Step 1: Establish the Departure Manifest Specifics

· Step 2: Build a Manifest with Barcode Bracelets Numbers 

· Step 2a: (Primary): Use the Remote Barcode Scanner to build a Manifest with Barcode Bracelet Numbers. 

· Step 2b: (Alternate): Manually build a Manifest by manual entry. Least favorable method
· Change/Modify a Departure Manifest
· Add/Remove Passengers from a Departure Manifest
· Process an Inbound Manifest

Create a New Departure Manifest

Step 1 - Establish the Departure Manifest Specifics
1. Select New from the Manifest menu and the screen shown below will display
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2. Select the type of Vehicle/Conveyance on which the passengers will travel
3. Enter a Conveyance Identifier. This can be a Flight Number, Convoy Number, or any other unique identifier
4. Select the Destination. The available destinations are presented in a drop down menu, and they are only the locations that were submitted when creating the Evacuation during the setup process
5. Departure Date and Departure Time are self-generating
6. Click Add/Remove Evacuees. The screen shown below in Step-2a will appear
Step 2 - Build a Manifest with Barcode Bracelets Numbers
The barcode bracelets are used to track Personnel and Pets, and Manifests are built by uploading the bracelet numbers during this step.

The primary upload method is by the Remote Scanner, the secondary method is by manual entry.

Step 2a (Primary) - Use the Remote Barcode Scanner to build a Manifest with Barcode Bracelet Numbers
1. Select Import from Handheld Device on the NTS/ETAS screen shown below
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2. Turn on the Barcode Scanner
3. Select Departing
4. Select Enter Bracelets
5. Hold the scanner about six inches from the barcode and press the yellow button. Ensure the red laser spans across the entire barcode. The scanner will beep when the barcode is read successfully. The screen will show a running total of scanned bracelets
6. Press Exit to Send after the last evacuee bracelet is scanned. This will bring up the Send Data screen
7. Click Send Data. A message will display that says to place the scanner into the cradle and click OK
8. Place the Scanner in the Cradle and click OK. The bracelet number will appear in the left hand column of the screen
9. Click Done. The manifest report will display
10. Print the manifest
11. Send data to the Central Server
12. Clear data on the Remote Scanner by Selecting Erase Data. This will remove all data and re-set the Remote Scanner to null
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Step 2b (Alternate) - Manually build a Manifest by single entry. (Least favorable method)
1. Select Scan/Enter a Bracelet ID
2. Type in the Bracelet Number
3. Click Add
4. Repeat for each Bracelet
5. Click Done when finished, and then print the manifest
6. Send data to the Central Server
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Change/Modify a Departure Manifest

A manifest may need to be changed in a variety of ways. The destination may change, the flight number may change, and passengers may be added or removed. This section shows the techniques to accomplish the following tasks: 
· Change/Modify a Departure Manifest

· Add/Remove a passenger or per from a manifest
Change/Modify a Departure Manifest or Add/Remove Passengers/Pets
1. Select Departures in the Manifest menu, as shown below. This will display all of the current Departure Manifests
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2. Select Edit to modify the manifest
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3. Make applicable changes to the Conveyance specifics
4. Select Add/Remove Evacuees to add or remove a Person or Pet from the manifest. The screen shown below will display
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To Add a Person/Pet to the manifest:

1. Enter the Barcode Bracelet Number
2. Click Add
To Remove a Person/Pet from a manifest:

1. Select the Person or Pet from the list in the left side column

2. Click Remove
3. Click Done to complete the transaction
4. Print the revised manifest report that displays

Process an Arriving NTS/ETAS Manifest

After the Central Server receives manifest data from an outbound location, it prepares an Arrival manifest file for the inbound location. The Inbound Location’s administrator/user must execute a Data Transfer with the Central Server to download all inbound manifests.
Step 1 – Select the Inbound Manifest
1. Execute a Data Transfer with the Central Server
2. Select Arrivals in the Manifests menu. The screen shown below will display
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Step 2a – Use the Remote Scanner to Process an Inbound Manifest 

1. Select Process on the manifest information line. All evacuee bracelet numbers for the manifest will be listed in the left side column of the Process Arrival Manifest. The screen shown below will display
[image: image61.jpg]rosoft Internet Explorer

Fle Edt View Favortes Took Help

Qe - BIEN A search Sfigravertes €2)| (2 2 G4 2B

Address [(€] ttp:fintsiacalserver:080/netsfpratectediperform trackinglperformTrackingVerfylts do7id=EDSOCABIEDFF4CO79C 28FSEZBSBEAICC.

Non-Combatant Evacuation Operation Tracking System

Evacuees UsA CA - DMDC West Test
[

SearchfEditRemove Process Arrival Manifest

Manifests
New
Arrivals.
Departures

SearchEditRemave Vehicle Arplane aiTran 123

Departure USA, M -DMDC Michigan Test St
Reports & Queries Destination US4 - Seaside, CA - DMDC Wisst Test Site
Departure Date 20030930
Departure Time 0632

Transfer Data

Configure
EvacuationsiLocations:
Serveriata Transfer @ Import from handheld device  © Scan/Enter a bracelet ID

Workstation Reatyto importfrom handhel
Password

Evacuees on manifest

Home | Help | OIC - Logout

[[Fasan0z: rorazon,svouss

Done

2] Aopet s i servr it v NTSDeves Aot

Bistart| | & (@ © | L Crpocuments and settin.. | 13|15 4.1 Setup |[ €7 evacuation Tracking . | 1 anivet.bmp - Paint

Internet

LU0 35 cmm





2. Select Import from Handheld Device on the Process Arrival Manifest screen
3. Turn on the Barcode Scanner
4. Select Arriving
5. Select Enter Bracelets
6. Hold the scanner about six inches from each bracelet’s barcode and press the yellow button (trigger). Ensure the red laser spans across the entire barcode. The scanner will beep when the barcode is read successfully. The screen will show a running total of scanned bracelets
7. Click Exit to Send after the last arriving evacuee bracelet is scanned. This will bring up the Send Data screen
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8. Click Send Data. A message will display that says to place the scanner into the cradle and click OK
9. Place the Scanner in the Cradle and click OK. The bracelet number(s) will automatically move to right hand column of the Process Arrival Manifest screen
10. Click Done. Either a Congratulations message will display, as shown below, or a message that provides details on missing personnel/pets will display if one (or more) of the bracelets assigned to the manifest was/were not scanned
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11. Send data to the Central Server.
12. Clear data on the Remote Scanner by Selecting Erase Data. This will remove all data and re-set the Remote Scanner to null.
Step 2b – Manually Process an Inbound Manifest (Least Favorable Method)

1. Select Process on the manifest information line. All evacuee bracelet numbers for the manifest will be listed in the left side column of the Process Arrival Manifest, as shown below
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2. Select Scan/Enter a Bracelet ID on the Process Arrival Manifest screen.

3. Highlight the bracelet numbers in the left column and move them to the right column by clicking on the right arrow button
4. Click Done when completed. Either a Congratulations message will display, or a message that provides details on missing personnel/pets if one or more of the bracelets assigned to the manifest was not scanned
Burn a Manifest File to a CD

Users may save manifest files to a CD if desired.  See instructions below.  

1.  The below screen will display after each manifest is created and saved.  Click the “Export Manifest” tab to save the manifest to a designated drive.  
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2.  A user may either save the default manifest name, or create a new name for the file.  Ensure the file extension “.xml” remains in place when creating a new file name.  
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3.  Upon saving the export file, the Departure Manifests screen will display.  Click the “Burn Exported Manifests to CD” button.  
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4. Click “OK” to confirm the CD burn action.   
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5. The CD will self eject after the manifest file(s) is/are copied.  

Notes:  Users can burn groups of manifest files, or single manifest files.  Each file is saved to the export file location and not deleted.  To delete the existing manifest export files, click the “Purge CD Export Folder”.  

Central Server Emulation for Internal Training  

Emulate the Central Server
1.  Open the NTS/ETAS Setup Application.

2.  Click on the Central Server and select “Emulated Central Server”

     Note:  The Central Server tab is active only when the computer is initially set to Local Server role.  
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3.  Refer to the settings below for setting up the Local Servers later.
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The Setup settings for the Local Servers that will communicate with the Emulated Central Server must be the following:  

Protocol:  HTTP instead of HTTPS

RemoteHost:  The IP Address of the Emulated Central Server

Remote Port: 8080

Remote Servlet: /nets/servlet/receiver

DO NOT APPLY THE ABOVE SETTINGS TO THE EMULATION CENTRAL SERVER. 

4.  Click OK and then close the NTS/ETAS Setup Application.  

5.  Open the NTS/ETAS Version 4 Application and Log in.  
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6.  Set the Protocol to http

7.  Set the Mode to DMDC

8.  Under “Evacuation” Select “Add the Evacuation Manually”  
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9.  Enter a Training Event Name in the “Name” Field.  This is the Evacuation Name.  

10.  Click Save.  
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11.  The Evacuation ID and Authorization Code are automatically generated.  Click the “Back” Button.  
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12.  Select the Evacuation Name. 

13.  Under “Location” Select “Add the Location Manually”.  
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14.  Enter the Location Name in the “Description” field.  The first location will be the Emulated Server’s Location.  

15.  Set the Time Zone to GMT Zero.  (GMT0)  

[image: image76.jpg]on Tracking a osol plo =181

Fle Edt Vew Favorkes Tods el | &

00 NEG L e BN B

s [ o frtlocalservr 5050 netfrotoctecadneistaionforanptrestelos dotevacidm100001

NTS/ETAS

Create Location

Home | Help | OIC - Logout

P Active ™ Repatriation center
Arrivals

Departures Evacuation: [Evac Tng 25 Dec 09 7

archEditRemove

Description: [Simulated Server Home

ey [

Transfer Data State: [Calfomia ]

S T —— |
ZpCode: [

Reports & Queries

Configure B
Evacuations/Locations. Time:zone:, | OV 2T =
il (GHTO) GMTO
st Instructions: (GMTO) Greenwich
» Use the Description’field to {(OMTO) Iceland arks, room numbers, etc.
« The authorization code will b|(3MT0) Portugal
« The authonization code is us: Egmg; ﬁ% orrect information when adding the location manually.
+ Unsslecting the Active'ched O VT8
(GMTo) WET
(GMTO) Zulu
(GMTD) Afrcaibivian -

Eloon i i i i e
0 Goores [T &4l A G s




16.  Click “Save”  
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17.  Click “Add Another”  

18.  Add one location for each Local Server that is simulating an ECC or other type of location.  .  

19.  Click the “Back” button after all simulated locations are created.  
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20.  Double check the Protocol to ensure it is set to http, select the Emulated Central Server’s Evacuation Name, select the Location, and then click, “Save”.  
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21.  Click “OK” 
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The Emulated Central Server is now ready for Training.    
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22.  Set up the Local Servers with the settings recorded earlier.

· Protocol: http

· RemoteHost:  The Wireless IP Address of the Emulation Central Server

· Remote Port: 8080

· Remote Servlet:  /nets/servlet/receiver

Restore Emulation Central Server to Local Server Role:  

1.  Select “Stop Emulating Central Server” from the Central Server tab.  
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2.  Select the “Database” tab, and select “Purge Database”  

3.  Purge the Database on the other Local Servers.  Close NTS/ETAS Setup.  

4.  Open NTS/ETAS Version 4 Application.  Apply the below settings, and click “Save”.  This will reset the Local Server settings for future operations.   

Emulated Central Server: 

· Set Protocol to: https

· Leave all other settings as is.  

Local Servers used in Training: 

· Set Protocol to: https

· Set RemoteHost to: pki.dmdc.osd.mil  

· Set Remote Port to: 443

· Set Remote Servlet to: /appj/nets/servlet/receiver  

5.  Open NTS/ETAS Setup and Purge the Local Server Databases on the all Local Servers one more time.   (Registration Computers do not require database purges)  

APPENDIX
NTS/ETAS Disaster & System Recovery Plan

The below information applies to both disaster and non-disaster related events in which a System Recovery may need to be performed.  

Each Major Command is issued an adequate amount of NTS/ETAS system installation discs to upload new software images and updated security patches.  These disks serve as system backup disks in the event a workstation needs to be restored.  

If a Local Server workstation requires restoration during an exercise, first use the installation image to restore the computer, then, conduct a data transfer with the Central Server to restore lost data.  Select “Full” data transfer instead of “Partial”. This will recover all of the data for a specific location based on the last data transfer to the Central Server from the local server.  
If the Central Server becomes inoperable, a backup server at DMDC will be activated to take its place.  

Store the backup discs in a safe location.  

DMDC maintains a current set of backup software for all computer models used in NTS/ETAS.  The backup software disks are stored in a secure container in the Seaside, CA office.  Units/Organizations may request copies of backup software at any time.  

Local Server Audit Logs
The local administrator may view NTS Logs.  Recommend viewing the logs once per day.
1. From the Setup Tab, click the Logs Tab
2. Select the log you wish to view
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NTS/ETAS Trouble Shooting

Problem:  Install Disk does not completely install the image software

Issue:  The quarterly NTS/ETAS software updates include both security patches and any application updates.  The DVDs that are distributed are specifically engineered to be installed on a specific computer model.  

NTS/ETAS computer models currently fielded - Oldest to Newest:

Panasonic CF-51AB

Panasonic CF-51JF

Panasonic CF-51PF

Dell ATG 620 

Dell ATG 630

Durabook

There is a recurring issue with the Panasonic CF 51 series computers wherein the Quarterly Image Update DVD may not install fully the first couple of times it’s tried.  

Recommendation(s):  

· Re-try the upload, possibly several times.  

· Elevate the computer or set it in a cool spot to keep it from over-heating during installation.

· Use a different DVD from the batch that was delivered.   DMDC is taking measure to ensure three to five DVDs are delivered to each location outfitted with the Panasonic Computers.  

Problem:  Nothing happens during a data transfer or location list download.  

Issue:  The Java script that produces the CAC interface message box initially places the message box behind the NTS/ETAS application window.  

Recommendation:  Hold down the “Alt” key and click the “Tab” key until the Java Coffee Cup Icon is hi-lighted, and then release both keys.  This will bring the message box forward and the user can then follow directions to either insert a CAC or input the PIN.   This is required only once per session, subsequent data transfers will perform correctly with the PIN prompt appearing as it should.  Upon logging off of NTS/ETAS or restarting the computer, the first data transmission will require the Alt + Tab combination to bring the Java message box forward.   

Problem:  Extraneous Characters display in the manifest bracelet numbers download column.  

Issue:  This problem has been specific to ETAS with no reported cases in NTS.  During a manifest creation, the bar-code bracelet batch dump from the remote scanner to the computer may corrupted one or more bracelet numbers with wing-ding type characters.  NTS/ETAS will notify the user during the save manifest process.  

Recommendation:  Resend the batch data to the computer again.  Upon a second “Send” operation the correct bracelet numbers populate the manifest list.  

Problem:  Bar code reader or passport scanner scan documents, but do not populate fields

Issue:  A Bar code reader or passport reader may indicate with a tone that it has read a document, but no data from the document is placed into the appropriate fields.  

Recommendations:  

· Clear the evacuee record by clicking the “Clear Record” button at the bottom of the NTS/ETAS screen, and then re-scan the document.  

· Check to ensure the device is securely connected to the computer.  
· Check to ensure that the device being used is the device that is selected from the NTS/ETAS device menu.  
· Re-set the device by powering it off and then re-starting it.  
· If the device is properly connected, swap the device with a known working device to ensure the connecting equipment(Cable) is not the problem.  


Problem:  CAC is not read by CAC reader.  

Issue:  Only the Panasonic series computers require external CAC readers.  The Dells and Durabooks all have internal CAC readers.  The most common CAC reader problems are: 

1. An old model CAC reader is being used that NTS/ETAS does not have drivers for.  

2. The Durabook manufacturer installs their internal CAC reader such that a user has to place the CAC in the reader upside down.  

Recommendations:  

1. Ensure the external CAC readers are either the ActivCard USB 2.0, which is the rectangular model with “ActivCard” displayed on the top; or the SRC3310, which is the black and white half moon shaped model.
2.   Insert the CAC upside down when using a Durabook Local Server computer.  



 


Problem:  Server Data Transfer Error message (Other than User Account Suspended)
Issue:  The user will receive error messages when a data transfer is not successful.  

Recommendations:  

1. Resend the data.  If there is a good connection to the DMDC Central Server and the user’s NTS/ETAS access is valid, a data re-send will produce the desired results.  After three or more failed attempts, contact DMDC for assistance.  

2. Check  to ensure the Local Server is still connected to the internet either via Dial up, LAN, or BGAN.  
Problem:  NTS/ETAS User Account Suspended.

Issue:  I user’s account will be suspended after 45 days of inactivity.  The user will see a message from the server during a data transmission attempt that states that the user’s account has been suspended.  

Recommendation:   To re-set a user account, call the DMDC Help Desk at 800.372.7437.  The user must provide their name and the following information:  

The NTS/ETAS Site ID: 173395 
The NTS/ETAS Application ID: 439
The User will be given a new password and the account will be re-set.  The password will not be used as access is CAC authenticated only.  

To prevent NTS access account suspensions, access the Official Reports section of the NTS/ETAS website at least once a month to stay current.  Go to https://dmdc.osd.mil/nts and click on the official reports link.  Data transmissions to the DMDC Central Server or a location list download onto a Local Server also requires CAC authentication and will keep the user account current.
Problem:  Workstation does not connect to the Local Server

Issue:  The workstation does not connect to the Local Server and the below screen appears: 
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This indicates that a connection between the workstation and local server has not been established and could be one of several factors. 

1. The Local Server and Registration Workstation may not be on same IP address network.  

2. The Registration Station is not set up to point to the Local Server’s IP address.  

3. The NTS/ETAS Wireless Access Point is not powered on. 

4. There are more than one NTS/ETAS Wireless Access Points powered on in the same vicinity.  

Recommendations:  

1. Ensure the computers within an ECC are all set to the same Wireless Network.  See the “Set the Wireless IP Address for the ECC Local Area Network” Section for instructions.  

2. Repeat the NTS/ETAS setup routine and ensure that the Local Server’s IP address is input in the appropriate field.  See “Step 2A – Setup the Registration Workstation Section” of the “NTS/ETAS Computer Setup” section for instructions.  
3. Check the indicator lights on the Wireless Access Point. 

4. This generally occurs in a classroom environment where two or more Local Server cases are in operation.  Unplug all wireless access points except one.  Note:  After training, reconnect the power source to the Access Points so they are not inadvertently left unplugged, and will function correctly.  

Problem:  Nothing happens upon initial login after powering up computer.  

Issue:  To access the Windows login screen to get to the ‘Desk Top’ users are required to hold down the ‘Shift’ key while simultaneously either pressing “Enter” or clicking “OK” when the DoD Warning Statement appears after the machine has been powered up.  If the user does not hold the shift key, the computer will attempt to go straight to the NTS/ETAS User Only login and bypass the Windows Desktop.  
Recommendation:   Force a system logout by simultaneously clicking the Ctrl+Alt+Del keys.  Select “Log Out”, and then when the DoD Warning Screen displays, hold down the ‘Shift’ key while simultaneously either pressing “Enter” or clicking “OK”.   
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